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FOREWORD

When I started in risk management — coming on for over 15 years now — what
we called ‘risk management’ was in reality the management of insurable risk,
mainly through insurance, while project managers had an established set of tools
to identify and manage project risk. Both groups of people knew there should be
synergy, but there it tended to stop. Worse, the separation created an element of
competition between the worlds of project management and risk management. It
was not unknown for project managers and risk managers in the same organisations
to have no real contact — or even purposefully avoid each other. In some cases they
attempted to recognise each other’s contribution to the management of risk within
the organisation, but failed to see how to make a real connection between their
respective roles.

As risk management and related disciplines such as internal audit and business
continuity evolved, more territorial struggles followed. Business continuity
managers felt that risk management was their domain. Following the introduction
of The Combined Code on Corporate Governance in 1998, audit managers saw
risk management coming within their ownership.

But the development of risk management has also led to an appreciation of the
need to adopt a consistent and planned approach to the management of all risk — a
so-called ‘enterprise risk management’ approach. Enterprise risk management is a
concept that embraces the management of all business risk across an organisation.
It has however only been recognised comparatively recently as something that
can add value for an organisation by providing effective business tools to manage
risk.

This probably has something to do with how the concept of risk has evolved:
from the initial idea of an event which was inevitably negative and could damage
operations, through to a broader understanding that risk reflects uncertainty which
can have a detrimental or positive effect on strategic objectives. The first chapter
of this book explores this connection between risk and uncertainty in a very simple
way. Reading this chapter alone will clarify a lot of unresolved thoughts and
debates among the risk, project and other related communities.
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Now we find that risk management has created a connection between the project
manager and the risk manager because it provides a common language for dealing
with uncertainty. In fact it enables all professionals from different functions to
communicate better with each other on the subject of risk — and since most projects
bring a range of professionals together, this leads to more effective management
of risk within the project.

Risk managers and project managers need to be professional best friends. Working
in separate towers will only lead to frustration for each of them, while if they
understand each other’s roles and support each other’s purpose, the result should
be a win-win situation. Both are focused on the success of the organisation that
they work for, and collaboration in the effective management of risk is a great
contribution to organisational success. This must surely be beneficial at a personal
level, as well as in today’s working environment where increasing importance is
placed on being able to demonstrate the difference that you are making to value
and that you can work as part of a team.

To be successful in delivering the benefits it envisages to its stakeholders, an
organisation needs a coherent, aligned and hierarchical set of objectives that
provides a common thread from the strategic level to tactical delivery. Having
established these objectives, the organisation needs to achieve them, despite
uncertain operating environments. Projects do not exist in isolation within an
organisation; they are one of the ways by which organisations make their intentions
material.

To use David’s words, risk is ‘uncertainty that matters’ — from whatever source.
To overcome any conflict between the management of risk at project level and
at strategic level, an enterprise risk management approach ensures that risk is
managed consistently at all levels of the organisation across the hierarchy of
objectives. Otherwise, important risks that occur in the gaps or that result from
correlation between apparently separate exposures will be overlooked or ignored.
This is certainly the case if business risk and project risk are identified and managed
in isolation.

Done in this way, enterprise risk management offers an integrative framework for
the business that leads to successful project delivery and ultimately to realisation
of strategic benefits and value. There is a bigger picture, and David explores
this in Chapter 6. The contribution of project risk management to this overall
success requires it to be integrated fully into the wider hierarchy of enterprise
risk management, with particular attention to the interface with the next level up,
namely programme risk management. Only then can project risk management play
its full part in delivering value to the organisation.
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Finally let’s turn to behaviour. A project manager needs to understand their own
influence and that of the project team on the response to uncertainty resulting from
attitudes to risk. Managing Risk in Projects explores what often can be a missing
link in such reference texts, the important behavioural side of the people involved
in the project and that of the organisation itself in terms of its culture and ability
to learn. Wherever there are people there is risk, and no organisation would exist
without people.

This book sets out to discover why risk management is important in the context
of projects, how it should be implemented, how risk outputs should be used both
within and outside the project, and what is necessary to maximise risk management
effectiveness. For newcomers to the project or risk professions, it provides a
practical overview of risk management practice within the specific context of
projects, and how this relates to enterprise risk management. More experienced
project managers and risk managers should question developed thinking and
practice from time to time and, as David mentions in his Preface, they may find
themselves rehearsing first principles in order to develop their take on innovation
and best practice. Managing Risk in Projects provides a fast track to both. Essential
reading for either audience, the book takes current thinking in risk management
and creates the necessary links to show the possibility of a joined-up approach.
The important point for all readers, whatever their level of experience, is to take
the key messages from each chapter and consider how to apply them within the
context of their own organisations.

Simone Wray FIRM
Chairman, Institute of Risk Management
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PREFACE

While it is very stimulating to be on the leading edge of any discipline, it can be a
dangerous and lonely place sometimes. All pioneers need a safe base from which to
set out on their adventures of exploration and discovery, and a home to which they
can return. It is not possible for most of us to live permanently on the mountain
heights or in the depths of the jungle, no matter how absorbing those places might
be for a time. I view my relationship with risk management in a similar fashion.
You would rightly expect the Risk Doctor to enjoy life on the edge, and certainly
I find great fulfilment in working at the boundaries of our profession, seeking to
develop new understanding and practical approaches to managing risk better. But
I also find myself returning time and again to the fundamentals of our fascinating
topic, rehearsing the first principles to ensure that any innovation is properly
grounded in the essentials of risk management theory and practice.

That’s why I’'m pleased to offer this book in the Gower Foundations in Project
Management series, covering the vital topic of Managing Risk in Projects.
Projects are risky undertakings, for a number of reasons which are explored in
the early chapters. As a result, modern approaches to managing projects have
all recognised the central need to manage risk as an integral part of the project
management discipline. Risk management is established as a core knowledge area
and competence for project management practitioners, and there is wide consensus
on what it entails. This book describes how risk management can be applied to
all projects of all types and sizes, in all industries, in all countries. It places risk
management in its proper context in the world of project management and beyond,
and emphasises those central concepts which are essential to understand why
and how risk management should be implemented on all projects. The generic
approach detailed here is consistent with current international best practice and
guidelines, but also introduces key developments in the risk management field,
to ensure that readers are aware of recent thinking, focusing on their relevance to
practical application.

This is of course what former British Prime Minister John Major would have called
‘back to basics’. This book addresses the basics of risk management as implemented
in the project context, with enough detail to explain why it is important (Chapter
2), what is involved in implementing the risk process (Chapter 3), and how to
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use risk-based outputs when managing projects (Chapter 5). New leading-edge
material is however also included, including the results of recent research on the
effect of risk attitudes on decision-making (Chapter 4), the interface between risk
management at project-level and programme-level (Chapter 6), and the ideas of
‘risk energetics’ as a framework for understanding the Critical Success Factors for
effective risk management (Chapter 7).

Throughout, the goal has been to offer a concise description of current best practice
in project risk management while also introducing the latest relevant developments,
to enable project managers, project sponsors and others responsible for managing
risk in projects to do so effectively. While the presentation of the ideas in this book
represents my own views of the subject, I have of course drawn on the wisdom
and insights of many who have gone before. Unfortunately they are too many to
name individually, but they include the pioneers of project risk management who
are well known to most.

I wish to acknowledge the support of my publisher Jonathan Norman from Gower
Publishing, whose constant encouragement and enthusiasm makes me want to keep
writing for him. My family and friends have also been patient and understanding,
especially my wife Liz, who showed remarkable self-restraint when I suggested I
should write another book on risk. I’'m also grateful to my professional colleagues
and clients who have been courteous enough to allow me to try out some of my
ideas on them.

And finally I offer this book to those who know that risk management is important
to project success but aren’t quite sure why, or who feel they could do it better if
only they knew how, as well as all who are committed to managing risk in projects.
By coming ‘back to basics’ we can ensure sound foundations which will allow
us to build an effective approach to project risk management, leading to more
successful projects and businesses. In these uncertain times, what more could we
want?

Dr David Hillson
The Risk Doctor
Petersfield, Hampshire, UK



UNCERTAINTY AND RISK

CURRENT SOURCES OF UNCERTAINTY

There can be little doubt that we live in a world characterised by uncertainty. It was
not always so, at least in some important aspects. While the natural environment
has always been uncertain (earthquakes, volcanoes, hurricanes, floods and other
so-called ‘acts of God’), the social environment in which we live has changed
dramatically in many respects, particularly in the industrialised (Western) world,
and the old certainties of previous generations no longer exist. In living memory,
as little as two or three generations ago, people lived in stable communities where
they knew everyone else. Each person understood and (for the most part) accepted
their position in society, and their relation to others. For most individuals, their job
choices were prescribed by their family position, and the concept of ‘career’ was
alien to many. The choice of marriage partners was limited and sometimes even
absent. It was possible for the majority of people living in that society to look
ahead for 2, 5, 10 years or more, and predict with reasonable certainty where they
would be living and what they would be doing. Boundaries were fixed, horizons
were limited, and both were largely known, understood and accepted.

Even beyond the local community, there was stability in large areas of the
world, reinforced by the international power bases of the British Empire and
Commonwealth, the United States of America, NATO, and the USSR and Warsaw
Pact. Technology was slow-moving, and business practices and structures
remained largely stable, with business planning cycles typically looking ahead by
5-10 years.

While these societal characteristics can still be found in some parts of the globe, it
is not the case in the developed world today. We are experiencing unprecedented
volatility, with huge degrees of flexibility and choice in all levels of society,
including families, local communities, businesses and nations. Individuals have
very few fixed points, and the degrees of freedom and mobility for many have
increased dramatically (though not for everyone of course, since all advanced
societies still have their underclasses). Asking someone where they think they
might be in 2, 5 or 10 years is likely to be met with puzzlement — how could we
know?
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Technological change has quickened to a rapid pace, with inventions being widely
adopted in a very short timescale. Some innovations have become all-pervasive
to a degree where it is hard to imagine life without them (for example, accessible
computing, the Internet, wireless connectivity, mobile telephony), but they
have arrived very recently and the take-up time has been very short. It is almost
impossible to predict where technology might go next, with the possible outputs
of R&D departments resembling science fantasy rather than realistic products. The
business planning cycle has reduced dramatically, with typical horizons of 1 or 2
years at maximum, and often less.

Other aspects of modern society are characterised by new types of uncertainty
that did not previously exist, leading to new unpredictabilities. For example,
disease patterns used to be well understood two or three generations ago, and
today we have sophisticated models for many of these diseases. However we
now face previously-unforeseen challenges from new types of pathogens that did
not exist before, such as genetic hybrids or nanobiotechnology. Pandemics have
re-emerged as a real possibility. Financial markets are experiencing volatility
on a massive scale, with implications for ordinary people having mortgages,
savings or pensions. International power blocs are fluid and emergent, with the
old masters giving way to new challengers such as the BRIC economies of Brazil,
Russia, India and China (or perhaps the CHIME countries of China, India and the
Middle East gulf states). Other non-national or supranational groupings are also
influential on the world stage, including both ethnic groups and multinational
corporations, competing with the nation-state. Terrorism has become a major
concern for many, and the implications of climate change and global warming
remain unclear.

This rapid rise in uncertainty in so many dimensions of modern life has led to a crisis
of confidence, with many believing that the world (or at least their world) is both
out of control and uncontrollable. The concept of the ‘Black Swan’ as popularised
by Taleb (2007) is an attempt to provide some structure to these concerns. Taleb
defines Black Swans as events which are very rare, with extreme impacts, and
which people try to rationalise post hoc into retrospective predictability. He
contends that such events have shaped all of human history, and that they should
be expected even though they cannot be predicted.

RESPONDING TO UNCERTAINTY

Previous societies have used religion, science and law in an attempt to impose
predictability on the uncertainties they faced. These frameworks gave some sense
of order and meaning to life, setting events in a wider context. Each provided an
external authority which sat above and beyond the individual, family, community or
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nation. By referring to these, it was possible to treat the world as more certain than
it might have been in reality, resulting in a degree of stability and contentment.

In today’s post-modernist world such external sources of authority are challenged,
and people are left to make their own sense of their surroundings as best they can.
The drive for certainty seems to be inherent in human nature, and we look for it
where perhaps it cannot be found. For example, the rise in government regulations
designed to minimise risk is an indication of how citizens expect their rulers to
protect them from uncertainty and its effects, instead of taking responsibility for
their own lives and choices and recognising that uncertainty is inherent in life.
We demand certainty and precision from our scientists and we complain when
they are unable to quantify risks from sources such as mobile phones, genetically-
modified foods or climate change. This fails to acknowledge that science is based
on hypothesis and experimentation, knowing that the current state of human
knowledge is incomplete and provisional, only approximating to reality and
truth.

In the business world, organisations seek to predict change and respond to it, but
the pace of change is in danger of overtaking the rate of learning, as illustrated
in Figure 1.1. In what Obeng (1997) calls the ‘Old World’, businesses were able
to stay ahead of the curve by learning faster than their competitors and adapting

'
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Figure 1.1  Old World — New World (adapted from Obeng, 1997)
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to change as it occurred. In the ‘New World’ of rapid change, gaps appear as
the ability of organisations to respond falls behind the pace of change. Here the
winners will be those who are able to evolve and adapt, innovate and respond.
Obeng contends that we are today at the turning point between the Old World
and the New World, and that businesses need to change their paradigm in order to
survive and prosper.

Clearly, some aspects of life today are more uncertain than ever before. This fact is
inescapable. The only question is how we will cope with it. While individuals may
implement a range of strategies for dealing with uncertainty, business looks to the
discipline of risk management to address this question. In order to understand how
risk management might meet the challenge of uncertainty, we first need to clarify
the relationship between uncertainty and risk.

DISTINGUISHING BETWEEN UNCERTAINTY AND RISK

If risk management is to help to tackle the challenges posed by an uncertain world,
it must be properly focused and effectively implemented. This depends on having a
definition of risk which is clear, unambiguous and widely accepted. The definition
debate is not an abstruse irrelevance of interest only to academics and pedants. If
we are unable to define a risk, we will not be able to undertake risk management
effectively.

So the first question is whether we need the word ‘risk’ at all? At first sight the terms
‘uncertainty’ and ‘risk’ seem similar. But how similar? Are they mere synonyms,
able to be interchanged without confusion or loss of meaning? Or is there any real
and useful distinction between the two?

Contrary to expectation, a dictionary or thesaurus will not help here (see Table
1.1). The disparate range of options for both terms does not support a clear
understanding of their relationship. It seems that we need to look elsewhere to
determine whether risk is the same as uncertainty.

Fortunately, others have already attempted to clarify a distinction between
‘uncertainty’ and ‘risk’ without resorting to a dictionary. Knight (1921) addressed
this in the field of economics, separating insurable risk from true uncertainty. His
approach drew on basic mathematical theory, that ‘risk’ arises from randomness
with knowable probabilities, whereas ‘uncertainty’ reflects randomness with
unknowable probabilities. The terms ‘aleatoric’ (from the Latin word a/ea meaning
dice) and ‘epistemic’ (from the Greek word episteme meaning knowledge) are
sometimes used to distinguish between these two. Decision-theorists take a similar
approach, separating ‘decisions under risk’ where the probabilities of different
outcomes are known (or at least knowable) from ‘decisions under uncertainty’
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Table 1.1 Dictionary and thesaurus definitions of uncertainty and risk
TERM UNCERTAINTY RISK
Dictionary Lacking certainty; not able Possibility of incurring

(Collins, 1979)

to be accurately known or
predicted; not precisely
determined, established or
decided; liable to variation;
changeable.

misfortune or loss; hazard;
involving danger, perilous.

Thesaurus
(Roget, 2008)

Ambiguity, ambivalence,
anxiety, changeableness,
concern, confusion,
conjecture, contingency,
dilemma, disquiet, distrust,
doubtfulness, guesswork,
hesitancy, hesitation,
incertitude, inconclusiveness,

Accident, brinksmanship,
contingency, danger,
exposure, fortuity, fortune,
gamble, hazard, jeopardy,
liability, luck, openness,
opportunity, peril, possibility,
prospect, speculation,
uncertainty, venture, wager.

indecision, irresolution,
misgiving, mistrust,
mystification, oscillation,
perplexity, qualm, quandary,
query, reserve, scruple,
scepticism, suspicion, trouble,
uneasiness, unpredictability,
vagueness.

where probabilities are unknown (and maybe unknowable). Some philosophers
suggest that as a result ‘uncertainty’ belongs to the subjective realm of belief,
while ‘risk’ has an objective component based in fact or truth.

In theory this type of distinction may seem useful and clear, but in reality probabilities
are rarely known with any precision or certainty. Throwing unbiased dice or flipping
fair coins are idealised cases of risky situations, but any real-world example will
not behave in so straightforward a manner. In most cases we cannot be sure that
estimates of probability are correct, so even ‘risk’ is uncertain!

If we are to find a clear role for risk management in relation to meeting the challenge
of uncertainty, discussions based in mathematics or philosophy are unlikely to
yield usable solutions. A more pragmatic approach is required, which is useful
in practice, and which supports effective risk management and good decision-
making when conditions are not certain. Looking again at the definitions in Table
1.1, it appears that “uncertainty’ is a generic term, while ‘risk’ seems to be more
specific. This may give a clue to how they may be usefully distinguished. Perhaps
‘risk’ can be seen as a subset or special case of “uncertainty’.
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A PRAGMATIC DISTINCTION

Reviewing the world around us confirms that it is characterised by uncertainty in
many forms arising from a variety of sources. However the task of risk management
is quite specific. It is to enable individuals, groups and organisations to make
appropriate decisions in the light of the uncertainties that surround them. The key
word here is ‘appropriate’. How can we determine what response is appropriate
for any particular uncertainty? One way is to separate the various uncertainties
into two groups: those that matter to us, and those that do not matter. There are
perhaps an infinite number of uncertainties in the universe but they do not matter
equally, indeed some do not matter at all while others are literally vital. As we
seek to make sense of our uncertain environment and decide what to do in order
to move forward, we need to know which uncertainties matter, and then respond
appropriately to those. Any uncertainties which do not matter can be ignored, or
perhaps reviewed from time to time to see whether they or our circumstances have
changed to the point where they might now matter.

This leads to a proto-definition of ‘risk’ which offers a useful distinction to guide
our thinking and practice:

‘risk’is ‘uncertainty that matters’

While this may not be suitable as a fully-formed definition, it does point us in the
right direction. Not every uncertainty is a risk, though risk is always uncertain.
Risk becomes a subset of uncertainty, filtered on whether or not it matters. If risk
management focuses on identifying and managing those uncertainties that matter,
it will help us to respond appropriately. In fact this is consistent with the earlier
mathematical and philosophical distinctions between uncertainty and risk. For
example, the outcome of a horse-race is usually uncertain, but unless an individual
has bet on the result there is no risk for them. The uncertainty only becomes a risk
when it matters, otherwise it is a mere intellectual curiosity or irrelevance.

To make this practical as a framework for risk management, we need to know how
to decide whether a particular uncertainty matters or not. The key is to focus on
objectives. These define what matters to any individual, group or organisation.
Objective-setting is the process of describing our desired goal and the end-point
that represents success. To concentrate on what matters means to link everything to
achievement of agreed objectives. By defining ‘risk’ as that subset of uncertainties
which matters, we are tightly coupling risk management to achievement of
objectives, since the goal is to identify and manage any uncertainty that could
affect our desired outcome. This provides a clear link between risk management
and success, delivery, value and benefits. Where risks are effectively managed,
the chances of achieving objectives will be optimised. Conversely, poor risk
management will reduce the likelihood of success.
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Making the link between risk and objectives moves us closer to a usable definition of
risk. Risk is a type of uncertainty, but not every uncertainty is a risk. Instead risk is that
subset of uncertainty that matters, and we determine whether a particular uncertainty
matters by considering the possibility that objectives might be affected. Of course the
uncertainty will only actually matter in practice if it occurs and becomes reality. So
our proto-definition of ‘risk’ as ‘uncertainty that matters’ can be expanded into:

‘risk’is ‘uncertainty that, if it occurs, will affect achievement of objectives’

Indeed this form of definition is found in most of the current risk management
standards and guidelines, as illustrated in Table 1.2. Each of the definitions
shown in the table has two distinct parts: the first of these relates to some type of
uncertainty, and the second part describes why it matters by linking the effect of

the uncertainty to achievement of objectives.

Table 1.2

Definitions of ‘risk’

SOURCE OF DEFINITION

‘UNCERTAINTY ...

‘... THAT MATTERS’

A Guide to the Project
Management Body of
Knowledge [PMBoK® Guide]

‘An uncertain event or
condition ...’

‘... that if it occurs has
a positive or negative
effect on a project’s

Management et al, 2002)

(Project Management objectives.’
Institute, 2008)

A Risk Management ‘The combination of the | ... and its
Standard (Institute of Risk probability of an event consequences.’

APM Body of Knowledge
(Association for Project
Management, 2006)

‘An uncertain event or
set of circumstances ...’

‘... that should it or they
occur would have an
effect on achievement
of one or more project
objectives.’

Australian/New Zealand
Standard AS/NZS 4360:2004
(2004)

‘The chance of
something happening

‘... that will have an
impact on objectives.’

British Standard BS IEC
62198:2001 (2001)

‘Combination of the
probability of an event
occurring ...’

‘...and its
consequences on
project objectives.’

British Standard
BS31100:2008 (2008)

ISO Draft International
Standard ISO/DIS
31000:2008 (2008)

‘Effect of uncertainty ...’

‘... on objectives.’
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Table 1.2 Concluded

SOURCE OF DEFINITION

‘UNCERTAINTY ...

‘... THAT MATTERS’

British Standard BS6079-
3:2000 (2000)

‘Uncertainty inherent

in plans and the
possibility of something
happening (i.e. a
contingency) ...’

‘... that can affect the
prospects of achieving
business or project
goals.’

Management of Risk
[M_o_R]: Guidance for
Practitioners (Office of
Government Commerce,
2007)

‘An uncertain event or
set of events ...

‘Arisk is measured
by a combination of

‘... that should it occur
will have an effect on
the achievement of
objectives.’

‘... and the magnitude
of its impact on

for Projects [RAMP]
(Institution of Civil Engineers
et al, 2005)

‘A possible occurrence

the probability of a objectives.’
perceived threat or
opportunity occurring

Risk Analysis & Management ‘... which could

affect (positively
or negatively) the
achievement of the

objectives for the
investment.’

THREE REFINEMENTS

Before leaving the relationship between uncertainty and risk, three further
important points arise. Firstly, examination of Table 1.2 reveals an interesting
detail in the second part of several of the risk definitions, namely that the effects
of risk on objectives are not wholly negative. This is explicitly stated in three of
the listed definitions (PMBoK® Guide, M_o_R, and RAMP), two of which use
the phrase ‘positive or negative’ when describing possible impacts, with the third
using the term ‘threat or opportunity’. If risk is ‘uncertainty that matters’, this is
not about exclusively negative or adverse impacts on achievement of objectives. It
is possible to imagine uncertain events or sets of circumstances which, if they were
to occur, would be helpful towards achieving our goals. Such positive possibilities
are usually called ‘opportunities’. We might view these merely as ‘good luck’,
the unlooked-for fortuitous events that could save time, save money, increase
productivity, enhance reputation and so on. Or we might include them in the scope
of our definition of ‘risk’, as possible future events that might occur, and which if
they were to occur would have an effect on achievement of objectives, and which
therefore require us to identify and manage them proactively.
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Lest it should appear that this idea of positive risk is confined to a minority
of the current standards and guidelines, it is noteworthy that most of the other
standards listed in Table 1.2 also admit the possibility of positive or upside risk,
with comments or notes stating that ‘risk may have a positive or negative impact’
(AS/NZS 4360:2004), or ‘risk management is increasingly recognised as being
concerned with both positive and negative aspects of risk’ (IRM et al, 2002), or ‘an
effect is deviation from the expected — positive and/or negative’ (BS31100:2008).

This double-sided concept of risk as threat and opportunity is not only present in
the standards and guidelines, but it is increasingly being implemented in practice
by leading organisations. There are a range of distinct benefits from adopting this
wider approach to risk, including the following:

* Exploits more opportunities. Instead of hoping to take advantage of any
good luck that might occur, including opportunities explicitly in the risk
process means that more of them will be identified in advance and managed
proactively.

*  Permits trade-offs. If the risk process concentrates only on identifying and
minimising possible downside, it is likely that objectives will not be met.
By finding and capturing opportunities and turning them into benefits or
savings, some of the adverse effects of threats can be mitigated.

* Increases chance of success. A process which proactively seeks upside
will inevitably deliver more successful outcomes, as at least some of the
opportunities are captured.

*  Supports innovation and creativity. The process of identifying opportunities
requires a positive mindset which seeks improved ways to deliver value.
This results in more innovative and creative thinking aimed at maximising
results.

* Increases efficiency. It would be possible to implement a process for
managing opportunities separately from the risk process. However using
a combined process to manage both threats and opportunities delivers
synergies and efficiencies. These savings can be significant in an organisation
which already has an established risk process used only for threats, since
the additional value can be obtained with minimal extra effort.

*  Motivates teams. People find it disheartening when risk is unmanaged and
they are required to react to emerging crises or correct avoidable problems.
A focus on upside risk with the potential for positive improvements in
performance will increase motivation and job satisfaction.

A second key point arises from defining risk by linking uncertainty with objectives.
This is the recognition that the typical organisation has a range of objectives
at many levels. There are strategic objectives at the highest level, which are
translated into increasing detail for implementation through the delivery elements
of the organisation. Subsidiary objectives exist at financial, safety, regulatory,



10 MANAGING RISK IN PROJECTS

programme and project levels, among others. If risk is defined as ‘uncertainty
that, if it occurs, will affect achievement of objectives’, then it applies wherever
there are objectives. Risk management is not just relevant to technical or delivery
disciplines, but affects every part of an organisation from top to bottom. Successful
identification and management of uncertainties that matter is essential for success
across the business at every level. This is why risk management deserves such
wide attention, and we will return to this theme in Chapter 6.

Lastly, though it is true that objectives are important at all levels, they are
particularly relevant to projects. These are launched to create the deliverables and
capabilities which deliver value to and through the business. Setting and achieving
objectives are at the heart of project management, and they are the focus of most of
the activities at this level. As a result, risk management has a particular importance
for project management, as we will explore in Chapter 2.

NOT ALL UNCERTAINTY IS RISK; ALL RISKS ARE UNCERTAIN

This chapter has explored the range of uncertainties facing us in the modern world,
which are both extensive and pervasive. However not all uncertainties matter
equally, and some do not matter at all. It is important and necessary for us to be
able to separate out those uncertainties which matter, and to develop appropriate
responses to them. The degree to which something matters can be described in
terms of its effect on our ability to achieve our objectives, at whatever level those
exist. A pragmatic approach to ‘risk’ treats it as that subset of uncertainty which
matters because if it occurs it will affect achievement of objectives. Within this
framework, risk management offers a solution to our need to address uncertainty,
since it provides us with a structured way of identifying and managing those
sources of potential variation which matter. The definition of risk as ‘uncertainty
that, if it occurs, will affect achievement of objectives’ includes both negative
and positive risks, threats and opportunities, both of which are types of future
uncertainty, differing only in the nature of their impact on objectives. All of this is
important for projects, which are designed to achieve specific objectives in order
to deliver value and benefits to the organisation.



RISK AND PROJECTS

WHAT’S WRONG WITH PROJECTS?

We have seen in Chapter 1 that the world is uncertain, and that some of those
uncertainties pose risks, depending on whether they matter in terms of affecting
our ability to achieve our objectives. And it is this link with objectives that makes
risk particularly relevant to projects, since projects are intimately associated with
objectives. This chapter explores why projects are particularly risky, in order to
set the context for risk management in projects and to help us to understand why
managing risk effectively is essential if we really want our projects to succeed.

Before we examine the reasons behind the close connection between risk and
projects, we need to be clear what we mean by the term ‘project’. What are projects
and why do we do them?

Project management is served by a number of professional bodies, and not
surprisingly, these have each developed their own definition of a project. Examples
are given in Table 2.1.

These and other definitions make it clear that projects exist for a very clear reason,
or at least they should. A project is launched in order to implement an aspect of
corporate strategy, to realise a business case, and to create a set of deliverables.
Ultimately a project delivers benefits to the organisation and its stakeholders, but
often these benefits do not arise immediately or directly as a result of completing
the project itself. More often a project creates a capability which needs to be
operated or used in order to generate the actual benefits. This is illustrated in
Figure 2.1.

It appears that there is reasonable consensus on what projects are and why we do
them. Indeed mankind has been performing projects for many thousands of years,
though not always labelling them as such. Construction of major enterprises in
antiquity such as the Seven Wonders of the ancient world (the Great Pyramid
of Giza, the Hanging Gardens of Babylon, the statue of Zeus at Olympia, the
temple of Artemis at Ephesus, the mausoleum of Maussollos at Halicarnassus,
the Colossus of Rhodes, the Lighthouse of Alexandria) were all projects.



12 MANAGING RISK IN PROJECTS

Table 2.1

Definitions of ‘project’

ORGANISATION

GUIDE/STANDARD

DEFINITION OF ‘PROJECT’

Association for Project
Management (APM)

Body of Knowledge

A unique transient
endeavour undertaken to
achieve a desired outcome.

Project Management

A Guide to the Project

A temporary endeavour

Commerce (OCG)

Institute (PMI®) Management Body of | undertaken to create a
Knowledge (PMBoK® | unique product, service or
Guide) result.

Office of Government PRINCE2™ A temporary organisation

that is created for the
purpose of delivering one
or more business outputs
according to a specified
Business Case.

British Standards
Institution (BSI)

BS6079-2:2000

A unique process, consisting
of a set of coordinated and
controlled activities with start
and finish dates, undertaken
to achieve an objective
conforming to specific
requirements, including
constraints of time, cost and
resources.

STRATEGY

validate

Figure 2.1

BUSINESS
CASE

operate

Linking projects to strategy

launch

PROGRAMME
A
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execute
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With such a long history of executing projects, one would expect that we would
be very successful at it by now. Unfortunately the data suggest otherwise. The
best long-term data on project success come from the Standish Group, whose
CHAOS Report continues to document a high number of projects which either
fail completely or are challenged (meaning that they were delivered either late or
over budget or with reduced scope). Figure 2.2 presents the Standish CHAOS data
from its origin in 1994 to the most recently available in 2006, indicating that the
situation has not improved dramatically over the years.

So why do so many projects fail? It is not due to lack of project management theory,
tools and techniques, or trained people. We have a good understanding of project
concepts, project management processes are well developed, and the people working
on projects are mostly professional, committed and capable. It seems that one of
the major reasons for project failure is the occurrence of unforeseen events which
disrupt the smooth running of the project and cause irrecoverable deviation from the
plan. As former British Prime Minister Harold Macmillan explained when asked by
a journalist what was most likely to throw a government off course, ‘Events, dear
boy, events.’

On any given project, some of these unforeseen events were probably unforeseeable.
But others are likely to have been knowable, if only someone on the project team
had looked in the right place or been aware of what lay ahead. These knowable
uncertainties fall under the heading of risks, as future events that, if they occurred,
would affect achievement of project objectives.

WHY ARE PROJECTS RISKY?

There seems little doubt that projects are risky, as anyone who has ever worked on
one will know. In fact there are three distinct and separate reasons for this, which

60% 1

50%

40%
—@— Succeeded

- 4 - Failed
—A— Challenged

30%

20%

10%

0%

1994 1996 1998 2000 2002 2004 2006

Figure 2.2  Standish CHAOS data on project success 1994-2006

Source: CHAOS Database, www.standishgroup.com
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we need to understand if we are to manage risk in projects successfully. These are
discussed below under three headings:

1.

Common characteristics;

2. Deliberate design;
3. External environment.

Common characteristics

All projects share a range of features which inevitably introduce uncertainty. Many
of these characteristics are described in the definitions of ‘project’ in Table 2.1.
Factors found in all projects which make them inherently risky include:

Uniqueness. Every project involves at least some elements that have not been
done before, and naturally there is uncertainty associated with these elements.

Complexity. Projects are complex in a variety of ways, and are more than a
simple list of tasks to be performed. There are various kinds of complexity
in projects, including technical, commercial, interfaces or relational, each
of which brings risk into the project.

Assumptions and constraints. Project scoping involves making a range of
guesses about the future, which usually include both assumptions (things
we think will or will not happen) and constraints (things we are told to do
or not do). Assumptions and constraints may turn out to be wrong, and it is
also likely that some will remain hidden or undisclosed, so they are a source
of uncertainty in most projects.

People. All projects are performed by people, including project team
members and management, clients and customers, suppliers and
subcontractors. All of these individuals and groups are unpredictable to
some extent, and introduce uncertainty into the projects on which they
work.

Stakeholders. These are a particular group of people who impose
requirements, expectations and objectives on the project. Stakeholder
requirements can be varying, overlapping and sometimes conflicting,
leading to risks in project execution and acceptance.

Change. Every project is a change agent, moving from the known present
into an unknown future, with all the uncertainty associated with such
movement.

These risky characteristics are built into the nature of all projects and cannot be
removed without changing the project. For example, a ‘project’ which was not
unique, had no constraints, involved no people and did not introduce change would
in fact not be a project at all. Trying to remove the risky elements from a project
would turn it into something else, but it would not be a project.
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Deliberate design

The definitions of ‘project’ in Table 2.1 emphasise that projects are conceived,
launched and executed in order to achieve objectives which are (or should be) closely
linked to corporate strategy. In the competitive business environment, organisations
are seeking to get and stay ahead of the competition by making significant advances
in the products and services which they offer, and by operating as efficiently and
effectively as possible. Many businesses use projects as vehicles to deliver that
competitive advantage. Clearly each organisation wishes to move ahead as quickly
as possible, and that involves taking risk as the business exposes itself to a range of
uncertainties that could affect whether or not it achieves its desired aim. This can be
achieved in two ways:

1. One option might be to take small steps, making incremental changes
to existing products and services, seeking continuous improvement and
evolutionary change. While this strategy might appear to be less risky, it
delivers smaller advantages at each increment, and relies on a constant
supply of value-enhancing developments.

2. An alternative is to be revolutionary, looking for major innovations and
paradigm-breaking change, trying to leapfrog the competition and get
several steps ahead. This is a more risky strategy but the potential gains are
larger and might be achieved more quickly.

The two strategies reveal an important relationship between risk and reward: they are
positively correlated. Higher-risk means potentially higher reward, though clearly
there is also increased possibility of significant loss. By trying to make bigger changes
more quickly, an organisation takes more risk in both dimensions, both positive and
negative. This is illustrated graphically in Figure 2.3. For example, attempting to
launch a new product in a new market could give first-mover advantage and be very
profitable, or it could result in significant losses (shown as position ‘A’ in Figure
2.3). If on the other hand the organisation plays safe and takes less risk, the potential
gains are lower (position ‘B’).

In project-based organisations, the role of projects is to deliver value-creating
capabilities. As a result, projects are deliberately designed as risk-taking ventures.
Their specific purpose is to produce maximum reward for the business while managing
the associated risk. Since the existence of projects is so closely tied to reward, it is
unsurprising that they are also intimately involved with risk. Organisations which
understand this connection deliberately design their projects to take risk in order to
deliver value. Indeed projects are undertaken in order to gain benefits while taking
the associated risks in a controlled manner.
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Figure 2.3  Relationship between Risk and Reward/Loss (indicative)

External environment

Projects are not conducted in a vacuum, but exist in an environment external to
the project itself which poses a range of challenges and constraints. This includes
both the wider organisation beyond the project and the environment outside the
organisation, and changes which are outside the project’s control can occur in both
of these. Environmental factors which introduce risk into projects include:

» market volatility;

* competitor actions;

* emergent requirements;

» client organisational changes;

* internal organisational changes;

* PESTLIED (political, economic, social, technological, legal, international,
environmental, demographic) factors.

Each of these factors is subject to change at an increasing rate in the modern world.
Projects essentially have a fixed scope which they are required to deliver within
this ever-changing environment, which naturally poses risk to the project. It is
not possible to isolate most projects from their environment, so this represents a
common source of risk for projects.
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WHY MANAGE RISK IN PROJECTS?

It is undoubtedly true that projects are risky as a result of their common
characteristics, by deliberate design, and because of the external environment
within which they are undertaken. It is impossible to imagine a project without
risk. Of course some projects will be high-risk, while others have less risk, but
all projects are by definition risky to some extent. The ‘zero-risk project’ is an
oxymoron and a logical impossibility — it does not and cannot exist. But the link
between risk and reward makes it clear that not only is a project without risk
impossible, it is also undesirable.

The important thing is not to keep risk out of projects, but to ensure that the
inevitable risk associated with every project is at a level which is acceptable to the
sponsoring organisation, and is effectively managed. Indeed those involved with
launching, sponsoring and managing projects in organisations should welcome risk
in their projects, since it enables and supports change, innovation and creativity
— as long as it is taken sensibly, intelligently and appropriately, and as long as it
is managed effectively. It is also important to remember that not all risk is bad,
since the concept includes both threats and opportunities, as discussed in the
previous chapter. Within the project context, this means that there are uncertainties
that matter because if they occurred they would hinder achievement of project
objectives (threats), but there are also uncertainties whose occurrence would help
to achieve those objectives (opportunities).

This of course is why risk management is such an important part of effective
project management: since all projects are exposed to risk, successful projects are
the ones where that risk is properly managed.

In outlining the importance of managing risk in projects, we have used words
such as ‘sensible’, ‘intelligent’, ‘appropriate’ and ‘effective’ to describe how risk
management should be implemented. The next chapter describes a risk process
that embodies those characteristics, but first there is one additional aspect of risk
in projects that needs to be clarified.

‘RISKS’ OR ‘RISK’?

When considering risk in projects, there are two levels of interest, typified by the scope
of responsibility and authority of the project manager and the project sponsor.

* The project manager is accountable for delivery of the project objectives,
and therefore needs to be aware of any risks that could affect that delivery,
either positively or negatively. Their scope of interest is focused on specific
sources of uncertainty within the project. These sources are likely to be
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particular future events or sets of circumstances or conditions which are
uncertain to a greater or lesser extent, and which would have some degree
of impact on the project if they occurred. The project manager asks ‘What
are the risks in my project?’, and the answer is usually recorded in a Risk
Register or similar document.

The project sponsor on the other hand is interested in risk at a different
level. They are less interested in specific risks within the project, and more
in the overall picture. Their question is ‘How risky is my project?’, and
the answer does not usually come from a Risk Register. Instead of wanting
to know about specific risks, the project sponsor is concerned about the
overall risk of the project. This represents their exposure to the effects of

uncertainty across the project as a whole.

These two different perspectives reveal an important dichotomy in the nature of

risk in the context of projects. A project manager is interested in ‘risks’ while their
sponsor wants to know about ‘risk’. While the project manager looks at the risks
in the project, the project sponsor looks at the risk of the project.

This distinction is described in some of the more forward-thinking approaches
to project risk management. Two examples are provided in Table 2.2, from risk
management guidelines published by the Association for Project Management
(APM) and the Project Management Institute (PMI) respectively.

Table 2.2 ‘Risks’ vs. ‘Risk’ in project risk management guidelines
GUIDE LOWER LEVEL ‘RISKS’ HIGHER LEVEL ‘RISK’
Project Risk Analysis The term ‘risk event’ The term ‘project risk’

& Management
(PRAM) Guide (APM,
2004)

describes an individual
uncertainty which can be
identified, assessed and
managed through the
project risk management
process, and is defined as
follows: ‘Arisk event is an
uncertain event or set of
circumstances that, should
it occur, will have an effect
on achievement of one of
more project objectives.’

is used to describe the
joint effect of risk events
and other sources of
uncertainty. At an overall
project level, project risk
must be the focus, not
individual risk events,

but it is important to
understand how project
risk is defined by its
components, and to
manage it at both levels.
Project risk is defined as
follows: ‘Project risk is the
exposure of stakeholders
to the consequences of
variation in outcome.’
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Table 2.2 Concluded
GUIDE LOWER LEVEL ‘RISKS’ HIGHER LEVEL ‘RISK’
Project Risk Individual risks are the Overall project risk

Management Practice
Standard (PMI, 2009)

focus of day-to-day project
risk management in order
to enhance the prospects
of a successful project
outcome. It is important
to examine individual

risk events or conditions
that might affect project
objectives. Individual risks
refer to specific events

or conditions that have
the ability to affect project
objectives positively or
negatively. Note that an
individual risk may affect
one or more project
objectives, elements, or
tasks. Understanding
individual risks can assist
in determining how to
apply effort and resources
to enhance the chances of
project success.

represents the effect of
uncertainty on the project
as a whole. Overall project
risk is more than the sum
of individual risks on a
project, since it applies to
the whole project rather
than individual elements
or tasks. It represents the
exposure of stakeholders
to the implications of
variations in project
outcome. It is an important
component of strategic
decision-making, program
and portfolio management,
and project governance
where investments are
sanctioned or cancelled
and priorities are set.

Given these two levels of interest, any approach to risk management in projects
needs to be able to answer the questions of both project manager and project
sponsor. An effective project risk management process should identify individual
risk events within the project and enable them to be managed appropriately, and
should also provide an indication of overall project risk exposure. This second
aspect is less well developed in current thinking and practice, and is the subject of
active development by leading practitioners and professional bodies.

WHY IS RISK MANAGEMENT IMPORTANT TO PROJECTS?

This chapter has described why projects are risky: by nature, by design and by
context. In a real sense, the whole discipline of project management can be seen as
an attempt to bring structure and order to the various elements of uncertainty within
a project. For example, the purpose of the Work Breakdown Structure (WBS) is
to define the full scope of the project, to ensure that this is clearly stated and
understood, and to form a basis for project control and monitoring. With a properly
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RISK MANAGEMENT
EFFECTIVENESS
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CHANCE OF PROJECT SUCCESS

Figure 2.4 Risk management as a CSF for project success

defined WBS, there should be no uncertainty about project scope — all project
work is described in the WBS, and if it is not in the WBS it is not in the project.
Similarly the Organisational Breakdown Structure (OBS) and Cost Breakdown
Structure (CBS) seek to define the roles within the project and the structure of
the project budget respectively, in order to reduce or remove possible ambiguity,
confusion or misunderstanding. The project schedule describes the dependency
relationships between project activities and their expected time-phasing, to reduce
uncertainty about ‘what happens when’.

While each of the project management disciplines can be seen as addressing
some aspect of project uncertainty, it is risk management which has the most
direct relevance here, since it specifically and intentionally focuses on those
uncertainties that matter. The whole purpose of the risk process is to identify
risks and enable them to be managed effectively. As a result, risk management is
essential for project success. The outcome of managing risks properly on a project
is to reduce the number of threats that materialise into problems, and to minimise
the effect of those which do occur. It also results in more opportunities being
captured proactively and turned into positive benefits for the project. Effective
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risk management minimises threats, maximises opportunities and optimises the
achievement of project objectives. The converse is also true (as illustrated by the
experience of many projects where risk management is less than fully effective).
Failing to manage risks on projects will result in more problems, less benefits
and a lower chance of project success. In this sense, risk management is a true
‘CSF’ for projects: it is unlikely that projects will be successful without effective
management of risk (it is a ‘Critical Source of Failure’), and where risk management
is working properly projects have the best chance of succeeding (it is a ‘Critical
Success Factor’), as illustrated in Figure 2.4 opposite.

Having explained why risk management matters to projects, the next question is
how to do it, which is addressed in the next chapter.
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MANAGING RISK IN PRACTICE

We have seen in the previous chapter that all projects are risky. This arises from
their common characteristics, as unique and complex undertakings based on
assumptions and constraints, delivering change to multiple stakeholders with
different requirements. Risk is also a factor in the deliberate design of projects,
which are launched in order to take sensible levels of risk and thereby gain
appropriate rewards for the sponsoring organisation. Finally projects are risky
because of the external environment in which they operate, which is characterised
by change in many different aspects, all of which create challenges to project
success.

While many of the disciplines of project management can be seen as an attempt
to address some elements of risk in projects, it is clearly the specific role of risk
management to allow both overall project risk and individual risks to be understood,
assessed and managed. To do this in an effective way requires a structured process.
However structure can hinder effectiveness if it imposes a bureaucratic or counter-
intuitive straitjacket on project team members. In order to support the right
behaviour and produce the desired outcome, a structured process should reflect the
natural way in which people think and act. Fortunately the typical risk management
process meets this requirement, since it simply embodies the way people consider
and respond to uncertainty. This chapter starts from first principles and describes a
natural approach to dealing with risky situations. The informal principles are then
developed into a structured generic risk process which can be widely applied in a
variety of situations, including the management of risk on projects.

TOWARDS A RISK MANAGEMENT PROCESS

Anyone undertaking a risky or important venture is likely to ask themselves a
series of simple questions, namely:

* What are we trying to achieve?

*  What could affect us achieving this?

*  Which of those things are most important?
* What shall we do about them?
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e Who needs to know about them?
» Having taken action, what has changed?
e What did we learn?

These questions represent the most simple expression of an intuitive risk management
process. They can be expanded into a more detailed narrative description of a process
which corresponds to a natural and logical approach for managing risk in a project
context, and this section presents such an expansion. The link between this natural
narrative and a formal risk management process can then be made, indicating the
extent to which risk management is simply structured common sense.

Getting started

The definitions of risk shown in Table 1.2 (p. 7) make it clear that risks only exist in
relation to defined objectives. This means we cannot start the risk process without
first clearly defining its scope, in other words clarifying which objectives are at
risk. It is also important to know how much risk key stakeholders are prepared to
accept in the project, since this provides the target threshold for risk exposure on
the project. These factors must be addressed in the first step of any risk process, to
ensure that scope and objectives are well defined and understood.

Finding risks

Once the scope and objectives are agreed, it is possible for us to start identifying
risks, which are those uncertainties with the potential to affect achievement of one
or more of our objectives (including both threats and opportunities). We could
use a variety of risk identification techniques, each of which has strengths and
weaknesses, so it would be wise to use more than one to ensure that as many
risks as possible are identified. The aim is to expose and document all currently
knowable risks, recognising that some risks will be inherently unknowable and
others will emerge later in the project. This is why the risk process needs to be
iterative, coming back later to find risks which were not evident earlier on. In
addition to considering individual risks within the project, risk identification
should also address the overall risk exposure of the project.

Setting priorities

Of course not all the risks we identify are equally important, so we need to filter
and prioritise them, to find the worst threats and the best opportunities. This will
inform how we respond to risks. When prioritising risks, we could use various
characteristics, such as how likely they are to happen, what they might do to
project objectives, how easily we can influence them, when they might happen,
and so on. We should also consider the degree of overall project risk exposure,
either by categorising risks to find out whether there are any significant hot-spots,
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or by using simulation models to analyse the combined effect of risks on the final
project outcome.

Deciding what to do

Once we have prioritised individual risks and understood the degree of overall
project risk exposure, we can start to think about what actions are appropriate
to deal with individual threats and opportunities, as well as considering how to
tackle overall project risk. We might consider radical action such as cancelling the
project, or decide to do nothing, or attempt to influence the level of risk exposure.
We should also look for someone who can make a difference and involve them in
responding appropriately to the risks.

Taking action

Of course we can make great plans to address the risks in our project, but
nothing will change unless we actually do something. Planned responses must
be implemented in order to tackle individual risks and change the overall risk
exposure of the project, and the results of these responses should be monitored to
ensure that they are having the desired effect. Our actions may also introduce new
risks for us to address.

Telling others

After completing these various steps, we are in a position where we know what
the risks are and how they would affect the project, and we understand which ones
are particularly significant. We have also developed and implemented targeted
responses to tackle our risk exposure, with the help of others. It is important to tell
people with an interest in the project about the risks we have found and our plans
to address them.

Keeping up to date

We have clarified our objectives and found the risks that could affect them, then
prioritised the important ones and developed suitable actions —so have we finished?
Actually no, because risk poses a dynamic and changing challenge to our project.
As a result we know that we have to come back and look again at risk on a regular
basis, to see whether our planned actions have worked as expected, and to discover
new and changed risks that now require our attention.

Capturing lessons

When the project ends, should we heave a sigh of relief and move quickly on to the
next challenge? As responsible professionals we will wish to take advantage of our
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experience on this project to benefit future projects. This means we will spend time
thinking about what worked well and what needs improvement, and recording our
conclusions in a way that can be reused by ourselves and others.

FROM NARRATIVE TO REALITY

The steps outlined above comprise the logical components of the project risk
management process, and these correspond to the steps found in various versions
of that process as captured in risk management standards and guidelines. The
different steps may be given a range of descriptive titles, but the essential process
remains constant. For the remainder of this chapter, we will use slightly more
formal names for the process steps, as shown in Table 3.1. Figure 3.1 takes those
steps and links them in an iterative process which is repeated throughout the life
of the project. Table 3.2 maps the generic risk process steps to some of the most

widely-used risk standards, indicating the degree of commonality.

Table 3.1

Informal and formal risk process steps

INFORMAL
PROCESS STEP

FORMAL
PROCESS STEP

PURPOSE

Getting started
[What are we trying
to achieve?]

Risk Process
Initiation

To define the scope, objectives
and practical parameters of the
project risk management process.

Finding risks
[What could affect
us achieving this?]

Risk Identification

To identify all currently knowable
risks, including both individual
risks and sources of overall project
risk.

Setting priorities
[Which of those
things are most
important?]

Qualitative Risk
Assessment

To evaluate key characteristics
of individual risks enabling them
to be prioritised for further action,
and recognising patterns of risk
exposure.

Quantitative Risk
Analysis

To evaluate the combined effect
of risks on the project outcome
and assess overall project risk
exposure.

Deciding what to do
[What shall we do
about them?]

Risk Response
Planning

To determine appropriate response
strategies and actions for each
individual risk and for overall
project risk.
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Table 3.1 Concluded

INFORMAL FORMAL PURPOSE

PROCESS STEP PROCESS STEP

Taking action Risk Response To implement agreed actions,
[Do it!] Implementation determine whether they are

working, and identify any resultant
secondary risks.

Telling others Risk To inform project stakeholders
[Who needs to know | Communication about the current level of risk
about them?] exposure and its implications for

project success, including both
individual risks and overall project
risk, as appropriate.

Keeping up to date Risk Review To review changes in identified
[Having taken risks and overall project risk
action, what has exposure, identify additional
changed?] actions as required, and assess

the effectiveness of the project risk
management process.

Capturing lessons Post-Project To identify risk-related lessons to
[What did we learn?] | Review be learned for future projects.

Two interesting points arise from the comparison of risk standards and guidelines
in Table 3.2. The first is the absence of an explicit or distinct step in most standards
for implementation of agreed risk responses. With the notable exception of the
three UK-based standards (the Body of Knowledge and the Project Risk Analysis &
Management (PRAM) Guide both from the Association for Project Management,
and Management of Risk (M_o_R) from the Office of Government Commerce),
the vital step of actually doing something is either omitted or covered within
another step. It is likely that this has contributed to a common shortcoming in
risk management as performed in a significant number of organisations, whereby
risk exposure is analysed to a greater or lesser extent and documented in Risk
Registers and risk reports, but the analysis is not turned into action. Consequently
the process of risk management fails to actually manage risk. Those risk standards
and guidelines in Table 3.2 where risk response implementation is not explicitly
included in the risk process assume that having defined and agreed actions,
these will naturally be performed, perhaps controlled under the general project
management process. Experience indicates that the analysis-to-action link is often
not made, and inclusion of a formal risk response implementation step is therefore
wise. Our generic risk process described in this chapter does not make the mistake
of assuming action.
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RISK PROCESS
INITIATION

RISK
IDENTIFICATION
)
QUALITATIVE
RISK ASSESSMENT
¥
QUANTITATIVE RISK
ANALYSIS [optional]
¥
RISK RESPONSE
PLANNING
7
RISK RESPONSE
IMPLEMENTATION RISK

COMMUNICATION

y
RISK REVIEW
r [repeat throughout project]
K
|
v

POST-PROJECT
REVIEW

Figure 3.1 Risk process

The second notable observation from Table 3.2 is the lack of a final step at the
closure of the project to learn risk-related lessons for the benefit of future projects
and the wider organisation. Among the international risk standards listed, only the
Australian/New Zealand Standard (AS/NZS 4360:2004) and the draft international
standard (ISO/DIS 31000) based on it include any mention of the need to capture
lessons, and even this is only incorporated as a small part of a wider ‘Monitoring and
Review’ step. This reflects a wider malaise: the reluctance of many organisations
to undertake a post-project review or lessons learned exercise at the end of their
completed projects (or at significant intermediate milestones). For some reason it
seems that the effort to perform such a review is too much for most, despite the



Table 3.2

Mapping generic risk process to risk standards

INFORMAL FORMAL APM Body of PMI PMBOK ASINZS OGC IRM Risk BS31100:2008 Risk
PROCESS STEP PROCESS STEP || Knowledge; APM | Chapter 11 4360:2004 Risk Management of Management Management — Code
Project Risk Project Risk Management Risk (M_o_R) Standard of Practice
Analysis and Management; [also ISO/DIS
Management PMI Practice 31000 Risk
(PRAM) Guide Standard for Management
Project Risk - Principles and
Management Guidelines]
Getting started Risk Process Initiate Plan Risk Establishing the Identify Context [Organisation Risk Context
Initiation Management Context strategic
objectives]
Finding risks Risk Identification || Identify Identify Risks Risk Identification Identify Risks Risk Identification | Risk Identification
Risk Description
Setting priorities Qualitative Risk Assess Perform Risk Analysis Assess Risk Estimation Risk Assessment
Assessment Qualitative Risk Risk Evaluation Risk Evaluation
Analysis
Perform
Quantitative Risk Quantitative Risk
Analysis Analysis
Deciding what to do | Risk Response Plan Responses Plan Risk Risk Treatment Plan Risk Treatment Risk Response
Planning Responses
Taking action Risk Response Implement - Implement
Implementation Responses

Telling others

Risk
Communication

Keeping up to date

Risk Review

Manage Process

Monitor & Control
Risks

Communication
and Consultation

Communicate

Risk Reporting

Risk Reporting

Capturing lessons

Post-Project
Review

Monitoring and
Review

Embed and
Review

Monitoring and
Review

Risk Review
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obvious benefits that can accrue. Perhaps this is because those benefits come too
late to help the completed project and project teams lack the necessary altruism to
help those who come after them. Or maybe it is simply a practical matter of staff
being allocated to the next job before they have time to capture the lessons that
could be derived from their recent experience. Whatever the reason, organisations
that fail to conduct post-project reviews are denying themselves the benefit of
experience, and are increasing the chances of repeating the same mistakes in
future. This applies to the risk process as much as to any other aspect of project
management. There are risk-related lessons to be learned from every project, and
ideally these should be captured during a routine post-project review exercise.
Where such a wider step is missing from the project process, it should at least
be included in the risk process, as in the generic risk process described in this
chapter.

DESCRIBING THE RISK PROCESS

Having developed from first principles a generic process for managing risk on
projects, we can now describe what is entailed in each step. The description that
follows is necessarily high level and does not present all of the possible tools and
techniques in exhaustive detail. Such information is available from a wide variety
of risk management textbooks and training courses, and is outside the scope of this
book. Instead we present the key techniques involved at each step with sufficient
detail to ensure that their purpose is understood. It is also important to remember
that the risk process can be implemented at different levels, from a few simple and
informal steps to a fully rigorous and integrated process. (The scaleable nature of
project risk management is discussed later in this chapter.)

Risk process initiation

The first step of the risk management process is not Risk Identification. In
Chapter 1 we developed a definition of risk as ‘uncertainty that, if it occurs, will
affect achievement of objectives’. Since risk is defined in terms of objectives, the
essential first step of the risk process is to define those objectives which are at risk.
This gives us the scope of the risk process, and is the main purpose of the Risk
Process Initiation step.

It is also important to recognise that risk management is not ‘one-size-fits-all’.
Since every project has a different level of risk exposure, it is necessary to scale
the risk process to meet the risk challenge of each particular project. Projects which
are highly risky or strategically important will require a more robust approach
to risk management than those which are more simple or routine. Scaleable
aspects of the risk process are discussed in more detail later in this chapter, and
include: organisation and staffing, methodology, tools and techniques, reporting
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requirements, and the review and update cycle. The depth and complexity of the
risk process which is to be applied to the particular project at hand needs to be
decided during the Risk Process Initiation step.

This step also involves a number of other important decisions which must be
made before we can start the risk management process. The first of these is to set
thresholds for how much risk is acceptable on this particular project, stated against
each of the key project objectives. Examples of risk thresholds might include the
following:

* Schedule. There is no flexibility in the final project delivery date, which is
required to meet a fixed client launch date. If early delivery is predicted,
the project manager will discuss possible product enhancements with the
project sponsor.

* Budget. Use of the allocated project contingency fund is acceptable, but any
further cost overrun up to 5 per cent of budget must be authorised in advance
by the project sponsor. Projected overspend of >5 per cent will trigger a
strategic review and possible project termination. Projected underspend of
up to 10 per cent is permitted, but additional options for cost savings must
be notified to the project sponsor to allow possible budget reallocation to
other projects.

* Performance. No performance variation is permitted in features identified
as ‘critical’ in the design documentation. Performance of ‘secondary’
features may vary by +/- 10 per cent. Predicted variations outside this limit
must be notified immediately to the System Architect and may result in
design modifications.

In order to define the risk thresholds for the project, we first need to identify the
risk tolerances of key stakeholders. Extracting risk tolerances from stakeholders
can be difficult, since these individuals are often not explicitly aware of how much
risk they are prepared to take. In addition, it is likely that different stakeholders
will have different tolerances to risk, and this will require discussion to reach
consensus on what risk thresholds should be applied. While the project sponsor
should take the lead in these discussions as part of their responsibility to develop
the business case for the project, it is often the case that the project manager will
be closely involved in this step.

When agreement has been obtained on appropriate risk thresholds, it is then
possible to transform these into definitions of the scales to be used for qualitative
assessment of probability and impact on the project, related to specific project
objectives. It is common to use terms such as ‘high, medium, low’ for this purpose,
and their meanings must be agreed in advance in order to provide a consistent
framework for assessment of identified risks. A definitions table similar to the
example in Figure 3.2 should be produced, which reflects the agreed risk thresholds
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SCALE PROBABILITY | +/-IMPACT ON PROJECT OBJECTIVES
0,
(%) TIME COST PERFORMANCE

VHI 76-95 >20 days >$100K Very significant
impact on overall
functionality

HI 61-75 11-20 days | $51K-$100K | Significant
impact on overall
functionality

MED 41-60 4-10days | $11K-$50K | Some impact in key
functional areas
LO 26-40 1-3 days $1K-$10K | Minor impact on

overall functionality

VLO 5-25 <1 day <$1K Minor impact on
secondary functions

NIL <5 No change No change | No change in
functionality

Note: When using these impact scales to assess opportunities, they are to be treated as
representing a positive saving in time or cost, or increased functionality. For threats,
each impact scale is interpreted negatively, that is, time delays, increased cost or reduced
functionality.

Figure 3.2  Defining terms for probability and impacts to reflect project risk
thresholds

for this project. This provides a single common framework which can be used to
assess risks across the project.

A final component of the Risk Process Initiation step is to define potential sources
of risk to the project. This is often presented as a hierarchical Risk Breakdown
Structure (RBS), perhaps drawing on an industry standard or an organisational
template. An example RBS is given in Figure 3.3. The RBS can be used as a
framework for risk identification and assessment, and to structure the post-project
review.

A number of important scoping decisions are made during this Risk Process
Initiation step, and these need to be documented and communicated to the project
team and other key stakeholders. The key output from this step is a clear definition
of the scope of the risk process to be employed for this particular project, and this
is documented in a Risk Management Plan. The plan should be reviewed from
time to time during the project, and must be updated if the risk process is modified.
A sample contents list for a Risk Management Plan is given in Figure 3.4.
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RBS LEVEL 0 RBS LEVEL 1 RBS LEVEL 2

1.1 Scope definition
1.2 Requirements definition
1.3 Estimates, assumptions & constraints
1.4 Technical processes
1.5 Technology
1.6 Technical interfaces

1. TECHNICAL RISK
1.7 Design
1.8 Performance
1.9 Reliability & maintainability
1.10 Safety
1.1 Security
1.12 Test & acceptance
21 Project management
2.2 Programme/portfolio management
23 Operations management
2.4 Organisation
25 Resourcing

2. MANAGEMENT RISK
2.6 Communication
2.7 Information

0. ALL RISKS 238 Health, Safety & Environmental (HS&E)

2.9 Quality
210 Reputation
3.1 Contractual terms & conditions
3.2 Internal procurement
3.3 Suppliers & vendors

3. COMMERCIAL RISK
3.4 Subcontracts
35 Client/customer stability
3.6 Partnerships & joint ventures
4.1 Legislation
4.2 Exchange rates
43 Site/facilities
4.4 Environmental/weather
4.5 Competition

4. EXTERNAL RISK 4.6 Regulatory
4.7 Political
4.8 Country
4.9 Social/demographic
4.10 Pressure groups
411 Force majeure

Figure 3.3

Example Risk Breakdown Structure (RBS)
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INTRODUCTION

PROJECT DESCRIPTION AND OBJECTIVES

AIMS, SCOPE AND OBJECTIVES OF RISK PROCESS

RISK TOOLS AND TECHNIQUES

ORGANISATION, ROLES AND RESPONSIBILITIES FOR RISK MANAGEMENT

RISK REVIEWS AND REPORTING

APPENDICES

A PROJECT-SPECIFIC DEFINITIONS OF PROBABILITY AND IMPACTS

B PROJECT-SPECIFIC SOURCES OF RISK (RISK BREAKDOWN STRUCTURE)

Figure 3.4 Risk Management Plan sample contents list
Risk identification

Since it is not possible to manage a risk which has not first been identified, some
view Risk Identification as the most important step in the risk process. There are
many good techniques available for risk identification, the most common of which
include:

* Use of brainstorming in a facilitated workshop setting, perhaps structured
into a SWOT Analysis to identify organisational strengths/weaknesses and
project opportunities/threats.

* Checklists or prompt lists to capture learning from previous risk
assessments.

* Detailed analysis of project assumptions and constraints to expose those
which are most risky.

* Interviews with key project stakeholders to gain their perspective on
possible risks facing the project.

* Review of completed similar projects to identify common risks and effective
responses.

For each of these techniques, it is important to involve the right people with the
necessary perspective and experience to identify risks facing the project. It is also
helpful to use a combination of risk identification techniques rather than rely on
just one approach — for example, perhaps using a creative group technique such as
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brainstorming together with a checklist based on past similar projects. The project
manager should select appropriate techniques based on the risk challenge faced by
the project, as defined in the Risk Management Plan.

The project’s RBS can be used as a framework for risk identification, to make
sure that all possible sources of risk are considered, to identify gaps and to act as
a prompt list.

It is also a good idea to look out for immediate ‘candidate’ responses during the
Risk Identification phase. Sometimes an appropriate response becomes clear as
soon as the risk is identified, and in such cases it might be advisable to tackle the
risk immediately if possible, as long as the proposed response is cost-effective and
feasible.

Whichever technique is used, it is important to remember that the aim of Risk
Identification is to identify risks. While this may sound self-evident, in fact this
step in the risk management process often exposes things which are not risks,
including problems, issues or complaints. The most common mistake is to identify
either causes of risks (which are present conditions that give rise to risks) or
the effects of risks (the direct impact that a risk would have on an objective if
it happened), and to confuse these with risks. Including causes or effects in the
list of identified risks can obscure genuine risks, which may not then receive the
appropriate degree of attention they deserve. One way to clearly separate risks
from their causes and effects is to use risk metalanguage to provide a three-part
structured ‘risk statement’, as follows: ‘As a result of <definite cause>, <uncertain
event> may occur, which would lead to <effect on objective(s)>.”

Examples of good risk statements include the following :

* As a result of using novel hardware (a definite requirement), unexpected
system integration errors may occur (an uncertain risk), which would lead
to overspend on the project (an effect on the budget objective).

* Because our organisation has never done a project like this before
(fact = cause), we might misunderstand the customer's requirement
(uncertainty = risk), in which case our solution would not meet the
performance criteria (contingent possibility = effect on objective).

*  We have to outsource production (cause), so we may be able to learn new
practices from our selected partner (risk), leading to increased productivity
and profitability (effect).

The use of risk metalanguage should ensure that Risk Identification actually
identifies risks, distinct from causes or effects. Without this discipline, Risk
Identification can produce a mixed list containing risks and non-risks, leading to
confusion and distraction later in the risk process.
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Many of the most common risk identification techniques focus on risks within the
project, but are not generally used to consider sources of overall risk to the project.
These are also important and should be identified in a structured way. They include
uncertainties around the scope and purpose of the project, its role in delivering
benefits to the wider organisation, and other types of ambiguity where available
information is insufficient.

Each identified risk should be allocated to a risk owner who will be responsible for
ensuring that it is managed effectively.

Having used a variety of techniques to find risks, the Risk Identification step ends
by ensuring that these are documented in the Risk Register. The format of Risk
Registers can be simple or complex, depending on the information requirements of
the project and the sponsoring organisation, and this is one of the scaleable aspects
of the risk process defined in the Risk Management Plan. Where software tools are
used to support the risk process, these usually offer a Risk Register format, though
some organisations develop their own. The Risk Register is updated following
each of the subsequent steps in the risk process, to capture and communicate risk
information and allow appropriate analysis and action to be undertaken. The type
of data held in a typical Risk Register is listed in Figure 3.5.

PROJECT DATA Project Reference Number, Project title
Project Manager
Client

RISK DATA Unique risk identifier

Risk type (threat or opportunity)

RBS reference (source of risk)

WBS reference (area affected by risk)
Risk title

Risk description (cause-risk-effect)
Risk status

Risk owner

Date risk raised

ASSESSMENT DATA Probability of occurrence — rating
Impacts against objectives — rating & description
Related risks

RESPONSE DATA Preferred response strategy

Actions to implement strategy

Action owners

Action planned start and completion dates
Action status

Secondary risks

Trigger conditions

Review date

Date risk closed/deleted/expired/occurred

Figure 3.5 Typical Risk Register data
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Qualitative risk assessment

Risk Identification usually produces a long list of risks, perhaps categorised in
various ways. However it is not usually possible to address all risks with the same
degree of intensity, due to limitations of time and resources. And not all risks
deserve the same level of attention. It is therefore necessary to be able to prioritise
risks for further consideration, in order to identify the worst threats and best
opportunities. This is the purpose of Qualitative Risk Assessment.

The definition of risk as ‘uncertainty that, if it occurs, will affect achievement of
objectives’ indicates that risk has at least two important dimensions: uncertainty, and
its potential effect on objectives. The term ‘probability’ is usually used to describe the
uncertainty dimension, though other terms such as ‘frequency’ or ‘likelihood’ are also
common. ‘Impact’ is most often used to describe effect on objectives. For qualitative
assessment, these two dimensions are assessed using labels such as ‘high, medium,
low’, which have been previously defined in the Risk Management Plan (see the
earlier example in Figure 3.2). The probability of each risk occurring is assessed, as
well as its potential impact if it were to occur. Impact is assessed against each project
objective, usually including time and cost, and possibly others such as performance,
quality, regulatory compliance and so on. For threats, impacts are negative (lost time,
extra cost and so on), but opportunities have positive impacts (saved time or cost
and so on). This assessment is often done by the project team in a workshop setting,
although it is possible for the relevant risk owner to assess their own risks.

The two-dimensional assessment is used to plot each risk onto a Probability-Impact
Matrix, with high/medium/low priority zones. These zones are often coloured
following a traffic-light convention, with red used for high-priority risks to be
treated urgently, yellow designating risks of medium priority to be monitored, and
the green zone containing low-priority risks. It is increasingly common to use a
double ‘mirror’ matrix format plotting threats and opportunities separately, and
creating a central zone of focus, as shown in Figure 3.6. This zone contains the
worst threats (with high probability so they are likely to happen unless managed,
and high impact so they would be very bad for the project) and the best opportunities
(where high probability means easy to capture, and high impact means very good).
Some larger projects may enhance the Probability-Impact Matrix by using a
probability-impact scoring scheme similar to the example shown in Figure 3.7.
These calculated Probability-Impact (P-I) Scores allow risks to be prioritised in
more detail than the simple three-zone traffic-light approach.

Of course risks have other characteristics in addition to probability and impact,
and these can also be assessed and used to prioritise risks for further attention.

Such factors might include:

+ the degree to which a risk can be managed (manageability);
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Figure 3.7

Example Probability-Impact scoring scheme
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+ its potential to affect the wider organisation directly (propinquity);
* how soon the risk might occur (proximity);
+ the time window when action might be possible (urgency).

The traditional Probability-Impact Matrix does not allow these additional factors
to be used in risk prioritisation, and other techniques are required if they are to be
taken into account. Common formats for prioritising risks using more than two
parameters are the Bubble Diagram and the Risk Prioritisation Chart (examples
are shown in Figures 3.8 and 3.9).

The results of the Qualitative Risk Assessment step for each risk are documented

in the Risk Register, together with any supporting information to justify or explain
the basis for the assessment.

Another important output from qualitative assessment is to understand the pattern
of risk on the project, and whether there are common causes of risk or hot-spots
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Figure 3.8 Example Bubble Diagram
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Figure 3.9 Example Risk Prioritisation Chart (adapted from Barber 2003)

of exposure. This can be assessed by mapping risks into the RBS to determine
whether any particular causes are prevalent, and by mapping risks into the Work
Breakdown Structure (WBS) to identify areas of the project that might be most
affected. This mapping can be conducted simply by counting the numbers of risks
in each category, or more accurately by weighting the risks in each category using
their P-I Scores.

The techniques mentioned above are useful for prioritising individual risks, but
cannot be applied to assess the overall level of project risk exposure. This requires
use of quantitative risk analysis techniques (see below).

Quantitative risk analysis

On most projects, risks do not happen one at a time. Instead they interact in
groups, with some risks causing others to be more likely and some risks making
others impossible. For the most part, Qualitative Risk Assessment considers
risks individually, and allows development of a good understanding of each one
(although grouping risks into categories can give some insights into patterns of
risk exposure). It is however sometimes necessary to analyse the combined effect
of risks on project outcomes, particularly in terms of how they might affect overall
time and cost. Indeed this is often the only way to obtain an accurate assessment
of the overall risk exposure of the project. This is the purpose of the Quantitative
Risk Analysis step, since addressing overall project risk exposure requires use of
a quantitative model.

Various quantitative risk analysis techniques are available, including Monte Carlo
simulation and decision trees. Monte Carlo is the most popular because it uses
simple statistics, it often uses existing project data as its baseline, and there are
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many good software tools to support it. Decision trees are however particularly
useful for analysing key strategic decisions or major option points.

One key aspect of quantitative risk analysis models which is often overlooked is
the need to include both threats and opportunities. If only threats are considered
then the analysis is only modelling potential downside, and the result will always
be pessimistic. Since the risk process aims to tackle both threats and opportunities,
both must be included in any analysis of the effect of risk on the project. Indeed
some vital elements of the risk model such as three-point estimates cannot be
properly determined without considering both upside (to produce the minimum/
optimistic/best-case estimate) as well as downside (for maximum/pessimistic/
worst-case).

When developing Monte Carlo risk models, it is easy to use available software
tools to create simple models which do not reflect the complexities of the risks
facing the project. In particular, simply taking single values of duration or cost in
a project plan or cost estimate and replacing them with three-point estimates is not
sufficient to model risk quantitatively. Other modelling techniques should be used
to reflect reality, including:

+ different input data distributions, not just the typical three-point estimate
(for example, the modified triangular, uniform, spike/discrete, or various
curves);

+ use of stochastic branches to model alternative logic (these can also be used
to model key risks);

+ correlation (also called dependency) between various elements of the
model, to reduce spurious random statistical variability.

It is important to recognise that additional investment is required in order to
implement Quantitative Risk Analysis, including purchase of software tools,
associated training, and the time and effort required to generate input data, run the
model and interpret the outputs. Indeed a particular project may lack the expertise
required for conducting a quantitative risk analysis, and may need to bring in help
from outside the project. As a result in many cases the use of quantitative techniques
may not always be justified in order to support effective management of risks within
the project. Often enough information can be obtained from qualitative assessment,
and quantitative analysis techniques can be seen as optional. Many organisations
only use quantitative risk analysis for projects which are particularly complex or
risky, or where quantitative decisions must be made, for example, concerning bid
price, contingency, milestones, delivery dates and so on. However we need to
remember that Quantitative Risk Analysis is the main means of assessing overall
project risk exposure, and if it is not used on a particular project then the project
stakeholders will be deprived of the wider insights that are only available from
this type of approach. It is also possible to implement Quantitative Risk Analysis
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at different levels of complexity, and often a simple analysis is all that is required
in order to give a view of overall project risk.

There are three potential shortfalls when using quantitative risk analysis
techniques:

1. Data quality. 1t is essential to avoid the GIGO situation (garbage in —
garbage out), and attention must be paid to ensuring good quality inputs to
the model.

2. Interpretation. Outputs from risk models require interpretation, and
Quantitative Risk Analysis will not tell the project manager what decision
to make.

3. Action. The project team must be prepared to use the results of risk
modelling, and to take decisions based on the analysis. We should beware
of ‘analysis paralysis’, since quantitative risk analysis is merely a means to
an end, and must lead to action.

The main output from a Monte Carlo simulation is the S-curve, presenting a
cumulative probability distribution of the range of possible values for the parameter
being analysed (for example, total project cost, overall duration, end date and so
on). An example is shown in Figure 3.10. Various elements of useful information
can be obtained from the S-curve, including:

» the likelihood of the project meeting its objectives (taken as the cumulative
probability of achieving a given target value);

» the degree of overall uncertainty in the project parameter (derived from the
range of possible simulation outputs);

» the predicted ‘expected value’ which would occur on balance if the situation
remained unmanaged (taken from the mean of all possible results);

* output values corresponding to particular confidence levels (for example,
the 85th percentile from the S-curve represents the value for which we can
have 85 per cent confidence of it not being exceeded).

S-curves can be produced for the overall project, or for interim milestones or
specific subprojects, allowing analysis of the components of overall project risk. It
is also possible to produce overlaid S-curves, as shown in Figure 3.11, indicating the
cumulative effect of addressing individual risks, showing the relative contribution
of planned responses towards overall project risk exposure.

[Readers needing more detail on how to implement Monte Carlo analysis are
referred to Chapter 15 of Hillson & Simon (2007).]
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Risk response planning

Having identified and analysed risks, it is essential that something should be done
in response. As a result many believe that the Risk Response Planning phase is
the most important in the risk process, since this is where the project team get a
chance to make a difference to the risk exposure facing the project. It is usually
the responsibility of each risk owner to decide what type of response is most
appropriate, though they will often seek help and advice on this.

When developing risk responses, it is important to adopt a strategic approach in
order to focus attention on what is being attempted. Too often project teams resort to
a ‘scatter-gun’ approach, trying a wide range of different responses to a given risk,
some of which may be counterproductive. It is better first to select an appropriate
strategy for a particular risk, then to design action to implement that strategy,
producing a more focused ‘rifle-shot’ aimed at managing the risk effectively.

Since our definition of risk includes both opportunities and threats, we need
to have strategies to deal with both types of risk. Seven possible risk response
strategies are available, with three pairs of proactive options (each pair containing
one strategy for threats and a corresponding one for opportunities), and a final last-
resort strategy that can be applied to both threats and opportunities, as follows:

*  Avoid/Exploit. For threats the aim of avoidance is to eliminate the risk
to the project, making the threat impossible or irrelevant. To exploit an
opportunity means to make it definitely happen, ensuring that the project
gains the additional benefits.

» Transfer/Share. These strategies require involving another person or party
in managing the risk. For threats the pain is transferred, together with the
responsibility for managing the potential downside. In a similar way the
potential gain from an upside risk can be shared, in return for the other
party taking responsibility for managing the opportunity.

* Reduce/Enhance. Reduction of a threat aims to reduce its probability and/or
impact, while enhancing an opportunity seeks to increase them.

* Accept. For residual threats and opportunities where proactive action is
either not possible or not cost-effective, acceptance is the last resort, taking
the risk either without special action or with contingency.

These strategy types are usually only considered as relating to individual risks
within a project, but they are also applicable to address the level of overall project
risk. For example:

* The Avoid strategy might lead to project cancellation if the overall level
of risk remains unacceptable. An Exploit response may lead to an agreed
expansion of the project scope, or the launch of a new project.
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» Transfer/Share strategies could result in setting up a collaborative business
structure in which the customer and the supplier share the risk.

* Reduce/Enhance strategies can be achieved at the overall project level by
replanning the project or changing its scope and boundaries.

* Accepting an overall level of project risk means that the project will be
continued without significant change, though the organisation may make
contingency plans and monitor exposure against predefined trigger
conditions.

When choosing a response strategy for an individual risk, the factors used to
prioritise risks should be considered again, so that the level of response matches
the importance of the risk. For example, the most aggressive response strategies
(avoid/exploit) should be applied to the highest priority risks if possible, and only
the lowest priority risks should be accepted. Unfortunately response selection is
not usually so straightforward, and there are many factors to bear in mind.

It is common for prioritisation to be based only on probability and impact,
and so these also typically drive response selection. However there are other
significant risk prioritisation factors (as discussed above) including manageability,
propinquity, proximity and urgency. In addition to these, there are also other
important considerations which relate specifically to response selection, such as:

+ availability of resources to address the risk (resourcing);

+ likely cost of addressing the risk compared to its possible impact
(cost-effectiveness);

* degree to which the probability and/or impact might be modified (risk-
effectiveness);

* whether the response will introduce additional risks (secondary risks).

It is clear that selecting the appropriate response to each risk is not a trivial task,
and this requires careful thought. The various options should be analysed in order
to pick the one most likely to achieve the desired result in a way that is appropriate,
affordable and achievable. This is why it is important to maintain energy and focus
during the Risk Response Planning step, as discussed in Chapter 7.

Having chosen separate response strategies for each individual risk, as well as
identifying strategies to tackle the overall level of project risk exposure, the risk
owner (perhaps with the help of the project team) should then develop specific actions
to put these strategies into practice, each with an agreed action owner. The selected
response strategy and associated actions are documented in the Risk Register.

It is at this point that most risk management processes fail. Whichever response
strategy is selected, it is vital to go from analysis to action, otherwise nothing
changes. Unfortunately many project teams identify and assess risks, develop
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response plans and complete a Risk Register, then ‘file and forget’. Actions are
not implemented and the risk exposure remains the same. For this reason it is
recommended that risk processes should include an explicit Risk Response
Implementation step, to bridge the gap between analysis and action.

Risk response implementation

The key to making sure that risk responses are implemented is not to allow risk
responses to be seen as ‘extra work’, to be done only when project tasks are
complete. Risk responses are genuine project tasks, because they are work which
has to be done in order for the project to succeed. They should therefore be treated
like any other project task. Each risk response should be fully defined, with a
duration, budget, resource requirement, completion criteria and so on. The defined
action should be allocated to an action owner who has the necessary ability and
availability to complete it. A new task should then be added to the project plan for
each agreed risk response, and these should be completed, reviewed and reported
on like all other project tasks.

An important part of this Risk Response Implementation step is to monitor the
effect of actions after they have been taken. For example, the ‘risk-effectiveness’
of each proposed response should have been considered during the Risk Response
Planning step, as an indication of the change in risk exposure which can be expected
as a result of implementing the chosen response. Having completed the action, the
risk owner and/or action owner should assess the actual result to decide whether
the risk has been changed in the manner predicted. The status of actions and their
results are documented in the Risk Register.

One possible side-effect of taking action to address risks is particularly important.
In some cases, actions taken in response to one risk may introduce new risks
that previously did not exist. Such risks are called ‘secondary risks’, not because
they are less important, but because their existence is dependent on a prior action
being completed. Some secondary risks will have been identified during the Risk
Response Planning step, but more may come to light when responses are actually
implemented. These new risks should be documented and addressed during the
risk process as part of the Risk Review step (see below).

Although Risk Response Implementation is a vital step in the risk process, it is
not explicitly included in all project risk management guidelines and standards
(as discussed above, see Table 3.2 on p. 29). Instead an assumption is often made
that actions once agreed will of course be implemented. This is dangerous since
the project might proceed on the basis that its risks are being managed effectively,
when in reality the risk exposure remains unchanged. Without taking effective
action, the project will still be at risk to the same degree.
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Risk communication

This step involves producing risk reports at various levels and for different
stakeholders. It is important to communicate the results of the risk process, since
the aim is to actively manage the risks, and this is likely to require action by
stakeholders outside the immediate project team. Risk reports should form a
basis for action, and include clear conclusions (‘What we have found’) and
recommendations (‘What should be done’). The outputs of the Risk Communication
step must be targeted to the information needs of each recipient group, rather than
simply issuing Risk Registers to everyone. So some stakeholders might require
only a high-level summary of risk exposure at the overall project level, while
others might need details of the individual risks that relate to a particular area
of the project. In some cases a graphical ‘risk dashboard’ might be suitable, and
at other times a written report containing detailed analysis and narrative may be
necessary.

Risk Communication should be planned and intentional, delivering accurate
risk information in a timely manner, targeted to the specific needs of each
stakeholder.

Risk review

The purpose of this step is to ensure that the planned responses are achieving what
was expected, and to develop new responses where necessary. It is also important
to determine whether new risks have arisen on the project, and to assess the overall
effectiveness of the risk management process. These aims are best achieved through
a dedicated risk review meeting, though it is possible on smaller projects to review
risk as part of a regular project progress meeting. The results of the Risk Review
step are documented in an update of the Risk Register, and may also result in a new
set of risk reports as defined in the Risk Communication step.

Risk management is a cyclic iterative process, and should never be done just once
on a project. Risk exposure changes constantly, as a result of external events as
well as from the actions (and inactions) of the project team and others elsewhere
in the organisation. In order to optimise the chances of meeting the project’s
objectives, it is essential that the project team have a current view of the risks
facing the project, including both threats and opportunities. For risk management,
standing still is going backwards.

Post-project review
As soon as the project has been completed, it is common for the project team to be

disbanded and reassigned to their next project. This should not be done however
without taking time to capture the lessons which can be learned from this project
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and applied to benefit similar future projects. Post-Project Review should be a
routine part of the standard project management process, but it is often omitted
as discussed earlier in this chapter. Where it is conducted, then the organisation
should ensure that it includes consideration of risk-related aspects. In the absence
of a formal review at project level, the risk process needs to include a final step
to ensure that useful information is not lost. Table 3.2 shows that most risk
management standards and guidelines omit this vital step from the risk process,
but we recommend its explicit inclusion to ensure that it is not overlooked.

Whether it is done as part of the wider project management process or specifically
focused only on risk management, the Post-Project Review step should consider a
range of important risk-related questions, including:

*  What were the main risks identified on this project (both threats and
opportunities)? Do any of these represent generic risks that might affect
similar projects in future?

*  Which foreseeable threats actually occurred, and why? Which identified
opportunities that could have been captured were missed, and why?

*  Which issues or problems occurred that should have been foreseen as
threats? Which unplanned benefits arose that should have been identified
as opportunities?

* What preventative actions could have been taken to minimise or avoid
threats? What proactive actions could have been taken to maximise or
exploit opportunities?

*  Which responses were effective in managing risks, and which were ineffective?

*  How much effort was spent on the risk process, both to execute the process,
and to implement responses?

» Can any specific benefits be attributed to the risk process, for example,
reduced project duration or cost, increased business benefits or client
satisfaction and so on?

Addressing these questions will ensure that the organisation gains the full benefit
from undertaking the project, not simply producing a set of project deliverables,
but contributing to organisational learning and knowledge.

NOT ‘ONE-SIZE-FITS-ALL’

It is clear that different projects are exposed to different levels of risk, so each
step in the project risk management process must be scaleable to meet the varying
degrees of risk challenge. Scaleable elements of the process include:

* Allocation of people to tasks. In the simplest case the project manager
may undertake all the elements of the risk process as part of their overall
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responsibility for managing the project, without using specialist risk
resources. At the other extreme a complex risky project may require input
from people with particular risk skills, and a dedicated risk team may be
employed, either from within the organisation or from outside. Table 3.3
describes the roles and responsibilities for risk management for a larger
project, and these may be combined and performed by fewer individuals on
smaller projects.

*  Methodology and processes used. A low-risk project may be able to
incorporate the risk process within the overall project management
process, without the need for specific risk management activities. A more
risky project may need to use a defined risk process, perhaps following a
recognised risk methodology.

* Tools and techniques used. The simplest risk process might involve a team
brainstorm undertaken as part of a routine project team meeting, recording
risks in a spreadsheet and monitoring actions through the regular project
review meetings. The most risky projects may require a wide range of
techniques for risk identification, assessment and control, to ensure that all
aspects of risk exposure are captured and dealt with appropriately.

*  Supporting infrastructure. The lowest-risk projects may require no dedicated
risk infrastructure, whereas high-risk projects demand robust support from
integrated toolkits with high levels of functionality. It is important to get
the level of infrastructure right as too much ‘support’ can strangle the risk
process and too little can leave it unable to function.

* Reporting requirement. For some projects the reporting of risk exposure can
be incorporated into the overall routine project reports, whereas others may
demand a variety of specific risk reports targeted to the needs of different
stakeholders. The aim is to ensure that each group of stakeholders gets risk
information which is relevant to their interest in the project.

* Review and update frequency. It may be sufficient on low-risk or short
duration projects to update the risk assessment only once or twice during
the life of the project. Other projects which are more risky or of longer
duration may need a regular risk update cycle, say monthly or quarterly,
depending on the project’s complexity and rate of change.

Once these scaleable aspects are determined for a given project, they should be
documented in the project’s Risk Management Plan, as part of the Risk Process
Initiation step (see above).

MORE THAN A PROCESS

It is a common fallacy to think that risk management is just a process. Indeed
many of the risk standard and guidelines reinforce this impression, by focusing
on the practical steps required to manage risk. This makes it easy to think of risk
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Table 3.3 Roles and responsibilities within the risk process

Project Sponsor. Accountable for the overall project and for delivering its promised

benefits, and as such can be considered to be the ultimate risk owner for the project.

The Project Sponsor must ensure that resources and funds for risk management are

provided to the project. The role of the Project Sponsor includes:

. Actively supporting and encouraging the implementation of risk management on
the project.

. Setting and monitoring risk thresholds and ensuring that these are translated into

acceptable levels of risk for the project.

Attendance at risk workshops as required by the Project Manager.

Identification of risks in their area of responsibility.

Ownership of risks as required by the Project Manager.

Reviewing risk outputs from the project with the Project Manager to ensure

process consistency and effectiveness.

. Reviewing risks escalated by the Project Manager which are outside the scope or
control of the project or which require input or action from outside the project.

. Taking decisions on project strategy in the light of current risk status, to maintain
acceptable risk exposure.

. Ensuring that adequate resources are available to the project to respond
appropriately to identified risks.

. Releasing ‘management reserve’ funds to the project where justified to deal with
exceptional risks.

. Regularly reporting risk status to senior management.

Project Manager. Responsible for delivering the project on time, within budget and

to the agreed level of quality such that the project’s outputs will allow the promised

benefits to be achieved. The Project Manager is accountable for the day-to-day

management of the project. Part of this requires ensuring that the risk process is

properly and effectively implemented. The role of the Project Manager includes:

. Determining the acceptable levels of risk for the project (in consultation with the
Project Sponsor).

. Approving the Risk Management Plan prepared by the Risk Champion.

. Promoting the risk management process for the project.

. Participating in risk workshops and review meetings.

. Identification of risks.

. Ownership of risks as appropriate.

. Approving risk response plans and their associated risk actions prior to
implementation.

. Applying project contingency funds to deal with identified risks that occur during
the project.

. Overseeing risk management by subcontractors and suppliers.

. Regularly reporting risk status to the Project Sponsor and project board/steering

committee, with recommendations for appropriate strategic decisions and actions
to maintain acceptable risk exposure.

. Highlighting to senior management any identified risks which are outside the
scope or control of the project, or which require input or action from outside the
project, or where release of ‘management reserve’ funds might be appropriate.

. Monitoring the efficiency and effectiveness of the process in conjunction with the
Risk Champion.
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Table 3.3 Concluded

Risk Champion. Responsible for overseeing and facilitating the risk management
process on a day-to-day basis. Note that this might be a full-time role or a part-time
role. The role of the Risk Champion includes:

. Preparing the Risk Management Plan.

. Facilitating the risk process, including risk workshops and risk review meetings.

. Creating and maintaining the Risk Register.

. Liaising with Risk Owners to determine appropriate risk responses.

. Ensuring the quality of all risk data.

. Analysing data and producing risk reports.

. Reviewing with Risk Owners the progress of risk responses and their associated
actions.

. Advising the Project Manager on all matters relating to risk management.

. Coaching and mentoring team members and other stakeholders on aspects of

risk management.

Risk Owner. Responsible for managing a specific identified risk. One Risk Owner

is appointed for each risk by the Project Manager in liaison with the Risk Champion.
The Risk Owner’s role ceases once that risk has been closed. A Risk Owner can be
a member of the project team, a stakeholder who is not part of the project team, or a
specialist from outside the project. The role of the Risk Owner includes:

. Developing responses to risks in the form of risk actions which they then assign
to Action Owners.

. Monitoring the progress on their risk responses.

. Identifying secondary risks.

. Reporting progress on responses to the Risk Champion via the Risk Register.

Action Owner. Appointed by Risk Owners to perform one or more of the actions that
make up a response to a risk. The role of the Risk Action Owner ceases once their
action(s) has been completed. Several Action Owners may contribute to the response
to one risk. The role of the Action Owner includes:

. Implementing agreed actions to support response strategies.

. Reporting progress on actions to the Risk Owner and recommending any other
actions needed to manage the risk.

. Identifying secondary risks.

Project Team Members. Responsible to the Project Manager to ensure that the risk
process is followed by themselves and others who report to them. The role of project
team members includes:

. Participating actively in the risk process, proactively identifying and managing
risks in their area of responsibility.

. Participating in risk workshops and risk review meetings as required.

. Providing inputs to the Project Manager for risk reports.

Other Stakeholders. All project stakeholders must be involved in risk management as
appropriate. Stakeholders may be both causes of risks and the source of responses to
risks. Some stakeholders might be classified as ‘key stakeholders’, and these will be
required to participate actively in the risk process.
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management as merely a combination of tools and techniques put together in a
structured framework. This leads to the view that all the project team has to do is
follow the process and risks will be managed effectively. Of course a process is
important, but it is not the whole story. Risk management processes are necessary
but not sufficient. The truth is that there are several other significant factors in
addition to the process that influence how well risk is managed on projects. These
additional success factors are addressed in the following chapters. Perhaps the
most important influence is the people aspects of managing risk, since risk is
ultimately managed by people and not by robots or machines. The softer elements
of risk psychology and risk attitudes are tackled in Chapter 4. Then there are a
range of integration issues to be addressed to ensure that risk management is not
conducted in isolation. Integration of risk management is required at two levels:
within the project management process (addressed in Chapter 5), and more widely
in the organisation (covered in Chapter 6).



RISK AND PEOPLE

Much of what is written about risk management concentrates on processes, and
indeed that was the focus of the last chapter. This might lead us to conclude that
process is all that really matters when seeking to manage risk. If an individual, team
or organisation pays attention to ensuring execution of a good robust risk process,
supported by the Three Ts of Tools, Techniques and Training, then surely that is all
that can be expected of them. They believe that faithfully following the process will
inevitably lead to success, and indeed the main measure of risk management success
can be equated by some with mere compliance to the approved risk process.

While it is certainly true that the Three Ts are important, they are not the whole
story. An effective risk process is necessary but not sufficient. It is important to
remember the purpose of the risk process. In fact the reason for undertaking the
risk management process is not (or should not be) simply to comply. It is axiomatic
to say that the risk management process exists to allow risk to be managed. And
management of risk is only achieved by people actually using the results of the risk
process to inform and modify their decisions, behaviour and actions. Unfortunately
there are many factors that affect the extent to which people are prepared to use
risk results in practice, including the way they perceive the degree of risk that
they face and their ability to influence it. These people-related factors need to be
understood and managed if risk management is to fulfil its promise and deliver
improved performance.

Consequently, it is essential for anyone who is committed to managing risk
effectively in their projects or business to be aware of the people aspects of risk
management, and to actively manage these aspects alongside the risk process. This
chapter explores the human side of risk management, focusing on how people
respond to uncertainty and risk, and how this response affects their judgement and
behaviour. In particular we discuss the subject of risk attitudes and their influence
on decision-making in risk management. Every step in the risk process requires
decisions to be made and each of these decisions is influenced by our attitude
towards risk, for example:

*  Which objectives are at risk and should be included within the scope of the
risk process?
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*  What are our thresholds for acceptable risk exposure?

*  What criteria will we use for prioritising risks?

* How shall we respond to identified risks? Is it appropriate to do nothing and
take the risk, or should we take action, and if so, what?

It is common to use shorthand phrases to describe risk attitudes, such as risk-averse
or risk-seeking. However these simple terms can lead to simplistic approaches to
dealing with the human elements of risk management. Human beings are very
complex in the way we think and behave, and this complexity is only enhanced
when people deal with uncertainty and risk, either individually or in groups.
Understanding and managing risk attitude is both important and challenging, and
this chapter covers some of the issues involved, as well as providing some practical
guidelines to deal with them effectively.

[Readers interested in pursuing this topic in more detail are referred to the author’s
work in collaboration with Ruth Murray-Webster.]

UNDERSTANDING RISK ATTITUDE

A number of terms are used to describe how people respond to uncertainty and
risk, including risk appetite, risk threshold, risk tolerance, risk propensity, and
so on. Each of these can be understood in various ways, and the overlapping of
definitions and concepts can lead to confusion and an unwillingness to tackle the
underlying issues. In this chapter we will avoid a pedantic discussion of semantics
and use the more general phrase ‘risk attitude’, but we should be clear about how
we understand this term.

We have already seen in Chapter 1 that risk can be simply described as ‘uncertainty
that matters’, and this proto-definition leads to a number of useful insights
and approaches. It is however important to recognise that this phrase tells us
something significant about the softer side of risk management. Both ‘uncertainty’
and ‘mattering’ are subjective terms, driven by the perceptions of the individual
or group that is considering the risk. The essential task of risk assessment is to
answer two key questions: ‘How uncertain is it?” and ‘How much does it matter?’
The answers will drive which response strategy is selected and what actions are
taken (if any). In many (most?) cases there are no unambiguous ‘right answers’ to
these two questions, and different people will reach different conclusions, some
regarding a particular risk as very uncertain and mattering a great deal, while
others will consider the same risk as less uncertain or insignificant.

The term ‘attitude’ can be simply defined as ‘a chosen response to a given
situation’, and this is also driven by perception, since there are two key questions
to be answered here as well: “What are the characteristics of the situation I/we
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face?’ and ‘How should I/we respond?’ How these questions are answered will
determine the attitude adopted by an individual or group towards a particular
set of circumstances, and again a range of responses are possible, without there
necessarily being a single ‘right answer’.

Combining the two terms ‘risk’ and ‘attitude’, and noting the importance of
perception in both cases, we can generate a working definition of ‘risk attitude’
as:

‘A chosen response to uncertainty that matters, influenced by perception’

This definition contains several key aspects of risk attitude which are important in
understanding how it should be managed:

* Chosen. Risk attitude is not predetermined or fixed, but it is adopted.
Repeated choice can result in habituation which can appear to be constant,
but experience demonstrates that even a firmly entrenched attitude can be
overturned where necessary.

* Response. Risk attitude does not exist in a vacuum, but is a response
to something specific, in this case to risk. It is often not possible to say
precisely what risk attitude will be adopted until a particular risk situation
is encountered.

* Perception. There are a number of influences that can affect which risk
attitude is actually adopted, and these operate through their effect on
perception of the risk.

Another important feature of risk attitude is that it does not just apply to individuals.
Risk attitudes are also exhibited by groups of various types, including project teams,
management boards, review bodies, user groups and so on. In fact risk attitudes
also exist outside the workplace, and can be seen in families, local communities,
clubs, sporting teams, charities and so on, as well as more widely in society and at
national level. It is outside the scope of this book to discuss the role of risk attitude
in these arenas, although this is a fascinating topic with wide applicability. Our
focus here is on risk management within the project space, so we will concentrate
our attention on risk attitudes among project stakeholders.

One further characteristic of risk attitude needs to be explored before we can move
on to consider how these attitudes can be managed in the context of project risk
management. For any given uncertain situation, a range of different risk attitudes
can be adopted, ranging from very cautious to very welcoming. This is reflected
in Figure 4.1, which depicts the risk attitude spectrum. The spectrum indicates
that, faced with a particular risky situation, people can respond in a variety of
ways. Some will be uncomfortable to a greater or lesser extent in the presence of
uncertainty, and may feel anxious, intimidated, afraid, cautious or restricted. Others
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Figure 4.1 The risk attitude spectrum (based on Murray-Webster and
Hillson, 2008)

will have a very different reaction, enjoying the uncertainty, seeing it as a challenge
against which they can pitch their wits and demonstrate their abilities, providing
a stimulus to creativity and innovation. Still others may have no strong reaction,
viewing the risk as an entirely normal and acceptable part of life, something which
they can take in their stride without the need for any particular response. A fourth
group may take a time-based view of the risk, being concerned to minimise their
exposure in the short term while being prepared to take more of a chance in the
longer term if there might be an advantage in doing so.

Each of these four groups of responses does not represent a unitary risk attitude, but
simply a subsection of the overall spectrum. However each has its own shorthand
title to refer to the particular type of response to uncertainty, as shown in Table 4.1.

It is perhaps natural for people to want to place themselves on the risk attitude
spectrum, and label their own risk attitude as one of the four main options, but this
is actually a complex question. When considering where an individual or group
resides on the spectrum, most people will not be able to locate a single position
that represents their risk attitude all of the time. Our experience is more variable,
and we find ourselves being cautious in some circumstances, adventurous at other
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Table 4.1 Risk attitude definitions and characteristics

Term Definition

Risk-averse A conservative risk attitude with a preference for secure payoffs.
Risk-averse individuals and groups are practical, accepting and
value common sense. They enjoy facts more than theories,

and support established methods of working. They may

feel uncomfortable with uncertainty, with a low tolerance for
ambiguity, and be tempted to seek security and resolution in

the face of risk. They may also tend to over-react to threats and
under-react to opportunities.

Risk-seeking | Aliberal risk attitude with a preference for speculative payoffs.
People who are risk-seeking are adaptable and resourceful,
enjoy life, and are not afraid to take action. They may
underestimate threats, seeing them simply as a challenge to
be overcome. They might also overestimate the importance of
possible opportunities, wishing to pursue them aggressively.

Risk-tolerant | A balanced risk attitude with no strong reaction to uncertain
situations. Risk-tolerant individuals and groups are reasonably
comfortable with most uncertainty, accepting it as normal, and
taking it in their stride with no apparent or significant influence
on your behaviour. They may fail to appreciate the importance
of threats and opportunities, tending to be reactive rather than
proactive. This may lead to more problems from impacted
threats, and loss of potential benefits as a result of missed
opportunities.

Risk-neutral An impartial risk attitude with a preference for future payoffs.
People who are risk-neutral are neither risk-averse nor risk-
seeking, but rather seek strategies and tactics that have high
future payoffs. They think abstractly and creatively and envisage
the possibilities. They enjoy ideas and are not afraid of change
or the unknown. For both threats and opportunities they focus
on the longer term and only take action when it is likely to lead
to significant benefit.

times, and sometimes tolerant of uncertainty or taking a time-based view. Our
risk attitude at any given time is driven essentially by two factors: the external
environment or situation, and the internal environment within us as individuals or
as a group.

Similarly, if someone is asked where they should be on the risk attitude spectrum,
and whether there is a ‘right attitude’ in a given situation, there is no single answer.
Different risk attitudes are appropriate in different settings, depending on the
objectives which are being pursued. So for example, there is no one ‘best risk
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attitude’ for a project manager, since they may need to be risk-averse at times, for
example, when a customer seeks to impose a major scope change, whereas it may
be necessary for them to act in a risk-seeking manner at other times, perhaps when
requesting additional project resources from senior management.

INFLUENCES ON THE RISK ATTITUDE SPECTRUM

Although positioning on the risk attitude spectrum is not fixed, there are a range
of influences that affect where an individual or group is placed, at least initially
in the absence of active management. These influences act through affecting our
perception of risk, and recent research has uncovered three major types, known as
the ‘triple strand’, illustrated in Figure 4.2. This is made up of conscious factors,
subconscious factors and affective factors. While the three parts of the triple strand
overlap and interact in complex ways, it is helpful to tease out each of the three
elements so that they can be examined and understood.

* Strand 1 — Conscious factors. These are the visible and measurable
characteristics of a particular risky situation, based on our rational
assessment. We also take account of situational factors such as whether
we have done anything similar before (familiarity), the degree to which we
have control of the situation (manageability), or how soon the situation is
expected to affect us (proximity).

» Strand 2 — Subconscious factors. These include heuristics and other sources
of cognitive bias. Heuristics are mental shortcuts based on our previous
experience. Some heuristics help us to reach an appropriate position quickly,
while others can be misleading. Unfortunately because heuristics are
subconscious, their influence is often hidden, and they can be a significant
source of bias. Common heuristics include memory of significant events
(availability), or the conviction that we already know the right answer
(confirmation trap).

* Strand 3 — Affective factors. These are gut-level visceral feelings and
emotions which tend to rise up automatically or instinctively in a situation
and influence how we react. Fear, excitement or attraction can lead us to
adopt risk attitudes which a more rational assessment might not consider.

The triple strand of influences interact together to affect perception in two important
ways: how people perceive a particular risky situation, and what they perceive
as the right way to respond to it. By appreciating how the triple strand factors
drive our perception of risky situations, we will understand better why we adopt
different risk attitudes. This will help us to manage our attitudes to risk proactively
so that we make good decisions, select appropriate responses and improve our
management of risk.
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Conscious Factors
(situational
assessments)

Subconscious

Factors —
(heuristics and
cognitive bias)
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perception & risk attitude

Affective
Factors
(feelings and
emotions)

Figure 4.2  The triple strand of influences on risk attitude (from Murray-
Webster and Hillson, 2008)

RISK ATTITUDES AND DECISION-MAKING

While the discussion on definition and characteristics of risk attitude is interesting
in itself, it is important to know why this matters in the context of managing risk
on projects. This question can be answered on two levels: general and specific.

In general terms, risk attitudes are important because they affect our ability to make
decisions. All human endeavour involves making decisions at all levels, including
personal, private, professional, public and political. Decision-making has two key
characteristics: it is risky and it is important. We have to make decisions where
the situation is uncertain, often unknown and sometimes unknowable. A decision
is only required where there is more than one possible outcome, and the ‘right
decision’ may not be evident. But a decision is also only required in situations
where the result matters. If there is no significant consequence arising from
alternative decisions, then why bother deciding? These two characteristics mean
that decisions and decision-making are about uncertainty that matters — features
they share with risk itself.

Consequently, decisions should be made in the light of risk, and assessment of
the risk exposure associated with the various possible outcomes should form an
intrinsic part of the decision-making process. This is where risk attitudes become
important to decision-making, since they determine the chosen response to the
perceived level of risk, and so exert a significant effect on the decision process and
the final decision outcome. Risk attitudes operate in the decision-making context
at both individual and group levels, adding complexity to an already-difficult
situation. And these risk attitudes are affected by the triple strand influences in the
way outlined above.

In order to make the best possible decisions in any given situation, it is therefore
necessary to be fully aware of the role risk attitudes play in the decision process.
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Research we have conducted with Ruth Murray-Webster has identified the driving
factors operating when groups make risky and important decisions, which fall into
three main groups (see Figure 4.3):

1. Stakeholder influences, especially individuals with high power in the
decision-making group and/or high propinquity relating to the decision to
be made.

2. Situational influences, especially aspects of the decision context and the
prevailing organisational culture.

3. Group dynamics, which link stakeholders and the situation, and through
which each exerts an influence on the other.

Stakeholders

with highest power
and/or propinquity

Situation
Decision context underpinned
by organisational culture

Group Dynamics

Figure 4.3  Factors influencing groups making risky and important
decisions (from Murray-Webster and Hillson, 2008)

Given this structure, the role and importance of risk attitudes in decision-making
becomes clear, since these attitudes are driven by the perceptions of the decision
makers, which in turn are affected by the triple strand of influences. It is not
possible to have an effective decision-making process or a reliable decision
outcome without taking proper account of the risk attitudes of the stakeholders.

RISK ATTITUDES AND THE RISK PROCESS

While it is undoubtedly true that decisions in general should be made in a risk-
aware manner, the human aspects of risk management also have a specific
relevance to how risk is managed in projects. Indeed risk attitudes exert a powerful
influence over almost every element of the project risk management process. This
is summarised in Table 4.2, which takes several key points in the risk process and
shows how people with different risk attitudes might behave.

The notable differences are between the two extremes of the risk attitude spectrum,
namely individuals and groups who are strongly risk-averse or those who are
strongly risk-seeking. However we must remember that risk attitude is not fixed,
but it is influenced by the triple strand factors, so any particular individual or group
might exhibit different risk attitudes and hence different behaviours at different
times during the risk process or the project lifecycle.
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Influence of risk attitude on key points in risk process

PROCESS STEP

RISK ATTITUDE

RISK-AVERSE

RISK-TOLERANT

RISK-NEUTRAL

RISK-SEEKING

RISK PROCESS

Low risk threshold,

Medium to high

Medium to high

High risk threshold,

to ignore
opportunities,
driven by concern
that opportunities
may distract
attention from
management of
threats.

risks are accepted
as a routine part
of working on
projects, leading
to failure to identify
risks.

term impacts,
possibly even
missing short-
term project
risks in favour of
those affecting
later phases

or post-project

INITIATION seeking to risk threshold, risk threshold, prepared to take
minimise level prepared to prepared to more risk in order
of risk to which accept a level of take risk now in to gain associated
the project or risk exposure as order to achieve benefits.
organisation is ‘normal business’. | payback or
exposed. advantage later.

RISK Tendency to May treat risk Focus on Tendency to play

IDENTIFICATION identify many identification as identifying risks down threats
threats, but unimportant, since | with longer- and focus on

opportunities,
driven by desire
to take more
positive risk in
order to maximise
challenge and
potential benefits.

and impacts, and
underestimation of
opportunities.

low impact.

horizon), with
higher proximity
risks assessed
as being more
likely and/or
bigger impact.

operations.
QUALITATIVE Overestimation of Many (most?) Assessments Overestimation
RISK threats in terms risks assessed as driven by of opportunities
ASSESSMENT of both probability low probability and | proximity (time in terms of both

probability and
impacts, and
underestimation of
threats.

RISK RESPONSE
PLANNING

Selection of
aggressive

and proactive
strategies for
threats, and
tendency to
accept or ignore
opportunities.

Preference for
accepting risks.

Response
strategies driven
by proximity,
being more
aggressive
towards near-
term risks and
accepting risks
where the
potential impact
is further into the
future.

Selection of
aggressive

and proactive
strategies for
opportunities, and
tendency to accept
or ignore threats.

RISK RESPONSE
IMPLEMENTATION

Conscientious
implementation
of agreed actions
for threats, driven
by desire to
avoid or reduce
risk exposure

as much as
possible, coupled
with inattention
to actions
directed towards
opportunities.

Tendency to treat
risk actions as
low priority, to be
implemented only
iffwhen ‘genuine
project tasks’ are
completed.

Focus of actions
on high-proximity
risks where
impact could
occur in near
term.

Tendency to
ignore or postpone
agreed actions
targeting threats,
and concentrate
on actions aimed
at exploiting

or maximising
opportunities.
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MANAGING RISK ATTITUDES

The variable nature of risk attitude, which can exist at any point across a wide
spectrum, which differs from one individual or group to another, and which
is chosen but influenced by a broad range of factors, presents a significant
management challenge. If we want our management of risk to be effective, we
need to understand what risk attitudes are in operation within our project. This
starts with ourselves, but extends to the other individual project stakeholders, as
well as the various groups related to our project. But it is not enough simply to
understand existing risk attitudes and their effect on how risk is perceived and
managed in our project. It would also be extremely useful if we were able to
proactively manage those risk attitudes in order to optimise their effect on the risk
process (and other project decision-making).

Some people believe that risk attitude is inherent and fixed, and that while we may
be able to diagnose and label it, we can never manage or change it. Recent research
indicates otherwise. Ground-breaking work performed in collaboration with Ruth
Murray-Webster has led to development of a simple framework for managing risk
attitudes in both individuals and groups, drawing on the insights available from the
related fields of emotional intelligence and emotional literacy. This framework,
the Six As model, is presented in Figure 4.4.

Awareness and Appreciation
of current risk attitudes
(individuals and groups)

and implications on behaviour

ssessmen

= <
2 o
3 Intervention | Intervention =
- required | not required =
c Q
© a
s 3
c <.
o 0]
= =
Assertion Acceptance —
and Action

Figure 4.4  The Six As model for managing risk attitude (based on Murray-
Webster and Hillson, 2008)
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In summary, this model starts with Awareness, since it is clearly impossible to
actively manage something of which one is unaware. An individual seeking to
manage their own risk attitude needs to be self-aware, able to diagnose their own
current risk attitude. A degree of ‘group self-awareness’ is also required for groups
wishing to deal proactively with the effect of risk attitude on group behaviour,
either in managing risk or more generally in making decisions. It is also necessary
for leaders in any position to be aware of the existing risk attitudes of those who
they are leading (‘others-aware’). Finally Awareness needs to extend not only to
the risk attitudes that are current, but to the effects these risk attitudes are having
on the situation at hand.

The second A in the Six As model is Appreciation, leading to an understanding of
why current risk attitudes have arisen or been adopted. This requires the ability
to see the various triple strand factors at work, and to recognise where they have
come from, regardless of whether that influence is valid and justified or not. It
is necessary to understand the organisational context and culture, and how these
might affect the situation and the people in it. Awareness identifies ‘what’ is going
on, and Appreciation is about understanding ‘why’.

Once the situation is understood through Awareness and Appreciation, it is
necessary to decide what to do about it, if anything. This requires the third step in
the Six As model, namely Assessment. In some circumstances, the unmanaged risk
attitude adopted by individuals and groups may be fine, exerting no inappropriate
influence on the situation. At other times it may be necessary to make a change,
if the existing risk attitude is leading to unhelpful risk management behaviour or
poor decisions. For groups, Assessment is often undertaken by the leader in a given
situation (for example, the project manager, project sponsor or risk champion), or
by the group acting together, but any emotionally-literate individual can adopt this
role if they are aware of inappropriate risk attitudes influencing the group.

Following Assessment, the Six As model branches, depending on whether action
is required or not. If the unmanaged risk attitude is OK and leading to appropriate
behaviour, the right response is Acceptance, allowing the current situation to
continue. If however something needs to be changed in order to allow a more
appropriate risk attitude to be adopted, the final two As can be implemented,
which are Assertion (creating the context for change through positive language and
behaviour), and finally, Action, when things are done to bring about the required
change.

The Six As model also includes a monitoring loop feeding back to Assessment,
so that whether the decision is taken to intervene to change risk attitude through
Assertion/Action or to leave it unchanged with Acceptance, the situation is regularly
reviewed and reassessed to determine whether further change is required.
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PEOPLE PLUS PROCESS

This chapter has explored the importance of the human side of risk management
and outlined how our perception of risk is a significant influence over the way we
behave in risky situations, including both general decision-making and the various
steps of the risk process.

Much more could be said than we have space for here, but the central point is clear:
people matter. It is not enough to have a robust risk management process which
is followed consistently. Every step in that process is performed by people, and
each individual has a distinct personality, history, set of motivations and needs,
relationships and so on. These characteristics influence how people react in the
presence of uncertainty, both on their own and when in groups, leading them to
adopt risk attitudes that vary from time to time and from situation to situation.
This will have a significant effect on the risk process, as illustrated in Table 4.2,
influencing the risky decisions that we are required to make at each step.

Without taking proper account of the people aspects of managing risk, the risk
process will be subject to unseen influences, leading to unreliable results and
ineffective actions. Conversely, when risk attitudes are fully understood and
managed, then the risk process will work as it should.

Effective management of risk in projects (and elsewhere) requires both people and
process, acting together to allow risk to be managed intelligently and appropriately.
To deal properly with the people side of risk management we need to recognise the
risk attitude spectrum and be able to place ourselves and other project stakeholders
on it. This requires an appreciation of the triple strand influences, combined with
a degree of emotional literacy that permits both understanding and modification
of underlying risk attitudes, using the Six As framework to manage ourselves and
others proactively. Only then can we execute the risk process properly and gain the
full benefits offered by project risk management.



INTEGRATING RISK MANAGEMENT WITH
WIDER PROJECT MANAGEMENT

In the years when risk management was developing as a discipline, it was perhaps
natural for it to be treated as separate from mainstream project management. While
people were unfamiliar with the concepts and practices of managing risk, it was
necessary for there to be a distinct emphasis on risk management as a process
in its own right, with its own particular set of tools and techniques, to ensure
that it was properly understood and practised. Unfortunately this initial separate
focus has persisted beyond the initial period when risk management in projects
was becoming established, and it is still common to find organisations and projects
where risk management is treated as an optional extra, additional to the core
processes of managing projects, to be undertaken only for major projects (if at
all), or if explicitly required by a particularly demanding contract or client.

This separation between risk management and project management leads to a loss
of efficiency and effectiveness, and can prevent the risk process from making its
proper contribution to project success. The goal should be for risk management
to be ‘built-in not bolt-on’, becoming an integral part of the way projects are
managed, rather than something to be done only under special circumstances. This
chapter discusses the ways in which risk management can and should be integrated
with the wider project management process. This integration is evident on two
levels: firstly ensuring that risk management is built into the project lifecycle; and
secondly making clear connections between the outputs of the risk process and
other project management processes.

MANAGING RISK THROUGHOUT THE PROJECT LIFECYCLE

We have seen in Chapter 2 that all projects are risky, as a result of their intrinsic
nature, by the deliberate design of projects as risk-taking ventures, and as a result
of the environment and context within which projects are undertaken. It is hardly
surprising therefore that risk management should be an integral part of the way
projects are managed. It is important however to know at which points in the
project lifecycle risk management is relevant.
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Discussing the applicability of risk management across the project lifecycle
introduces an immediate problem. There is no universally accepted definition of a
project lifecycle. Every project management standard or guideline seems to have a
separate terminology, dividing the life of a project into a set of phases which differs
from the others. Rather than arbitrarily choose one of these project lifecycles here,
this chapter takes a more common-sense approach to mapping the contribution
of risk management to the project lifecycle, which can easily be translated to the
various lifecycle models currently in use. This discussion uses three simple stages
to structure the way in which risk management is used across the project lifecycle,
namely:

1. before the project starts;
2. when the project starts;
3. after the project has started.

Before the project starts

The first question for any project lifecycle is: “When does the project start?’
This question is simple to state but complex to answer. In fact the lifecycle of
a project is generally recognised as beginning before the project has started.
A useful analogy is an individual human life, which most people would agree
exists before the moment of birth. However there is considerable controversy
and ongoing debate about the exact time at which human life can be said to start,
with strongly-held competing views. This can be illustrated somewhat flippantly
through various phrases that describe the extent of a human life. The term ‘cradle
to grave’ is commonly used, indicating that a person exists from the moment of
birth until they die. Two alternative and more light-hearted phrases give different
perspectives on when human life starts however, speaking of ‘womb to tomb’
or ‘lust to dust’. While the end point of a human life is reasonably clear (though
there is some debate about this too), the moment at which life begins is less so.
‘Cradle’ suggests that life truly starts only when the process of birth is complete;
‘womb’ implies an earlier beginning at the time when a viable fertilised embryo
becomes implanted; while ‘lust’ might refer to the moment of conception when
someone has the desire to create a new life. Figure 5.1 illustrates these alternative
viewpoints.

These analogies should not of course be over-interpreted, as we are only using
them to reflect the range of views regarding when a project lifecycle can be said
to commence. Some say that a project only exists after it is officially ‘born’,
when there is a fully formed scope of work, with an agreed budget, schedule
and completion criteria, and a project team in place to make it happen. Others
contend that the project can be said to exist when it has become ‘embedded’ in
the organisation as a viable entity, even if there might be some delay between
this point and the time at which project work is started. Still others say that the
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Figure 5.1  Alternative views of project start and end points

project lifecycle starts when someone ‘conceives’ an idea that could give rise to
a fully formed project, although many of these project concepts may be aborted
and fail to be implemented. For the purposes of this chapter, we will adopt the
latter definition, suggesting that the project lifecycle begins with a concept, which
requires elaboration and development to determine whether it is feasible, prior to
approval that the idea should be implemented as a project.

So how might risk management contribute to these pre-project stages of the
lifecycle? Taking the three views outlined above, a clear understanding of risk
exposure is important when someone initially articulates the desire to create a
new project (conception), and also when determining whether a particular concept
should be pursued (viability), as well as at the moment of birth when a project is
actually launched (initiation). The role of risk management at these three points in
the project lifecycle is as follows:

* Conception. Here we need to know the opportunities that a particular idea
could present to the organisation, even though specific implementation
details for any subsequent project might not be clear. These opportunities
must result in clear benefits for the organisation and its stakeholders. It is
also important to understand potential threats that the organisation might
face in undertaking a project in this area. The risk process at this point
should allow a risk-balanced decision to be made on whether to take the
concept further, taking account of both upside and downside uncertainties,
preferably using a risk-efficiency approach that balances risk and reward.
It should also encourage key stakeholders to determine their risk threshold
for the idea, at least in high-level terms, to be used to inform later go/no-go
decisions.

* Viability. Once the concept has passed the various organisational
acceptability hurdles, including the test of risk-efficiency, and has been
accepted as a potential project idea, its viability should be tested, to
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determine whether it is likely to survive and thrive as a fully formed project,
and actually deliver the intended benefits. A range of alternative options for
project implementation may be considered, and a relative risk assessment
can be undertaken for each of these options to determine which is most
likely to succeed. Applicable risk techniques might include decision trees,
real options, Analytical Hierarchy Processing (AHP), influence diagrams
or sensitivity modelling. The risk assessment might indicate that none
of the identified options is feasible, with all alternatives being above the
organisational risk threshold, in which case the project concept might be
aborted, or further options could be developed. However it is most likely
that one option will emerge as the front-runner, with the best chance of
delivering the intended benefits to the organisation.

Initiation. If a feasible option is identified, the organisation may decide to
launch a project to implement the concept, in full recognition of the level
of risk inherent in undertaking the project. At this point a full project plan
is developed, including a scope of work and Work Breakdown Structure
(WBS), with realistic estimates of time, cost and resource requirements,
and a project schedule is produced. These parameters are captured and
documented in a project charter or business case, along with the associated
underlying assumptions and constraints. A project manager and team are
allocated to the project, and it is initiated as a fully formed project. Here
the role of the risk process is to assess the risk inherent in the project which
the organisation is proposing to undertake, including both the overall risk
exposure of the project as well as key individual risks. This assessment
is then compared with the organisational risk threshold to make a final
decision on whether or not to proceed with the project, and what levels of
contingency are appropriate if the project goes ahead. Understanding risk
exposure at this stage will allow the business to determine how the project
should be run after its initiation in order to control the inbuilt risk, while
remaining flexible to respond to other risks that may emerge during the
project.

It is important to recognise that the type of risk management undertaken during
these pre-project stages does not strictly fall under the heading of ‘project risk
management’. Exploring the degree of risk exposure associated with a project
concept and the feasibility of its various implementation options before deciding
whether to pursue it actually belongs in the realm of portfolio (or programme)
risk management. Nevertheless, when discussing the role of risk management
through the project lifecycle, it is important to recognise that assessing and
managing risk starts before the project itself commences. However the major
contribution of risk management to project success undoubtedly comes during
the main part of the project lifecycle which occurs between project launch and
project delivery.
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When the project starts

The risk management process is of particular importance immediately after the
moment when a project is approved and launched. At this point the organisation
has committed to performing the project against a defined scope and requirement,
with clear objectives and deliverables. However although there may only be a
short elapsed time between the decision being made to initiate a project and its
actual launch, there are often significant changes in this period, perhaps as a result
of contract negotiations or internal project prioritisation processes. As a result
the risk exposure of the project actually being undertaken can differ significantly
from what was expected in the last risk assessment of the project when it was
authorised or approved for implementation. For this reason it is useful for the
project manager to undertake a full assessment of the risk exposure of the project
as actually implemented, so that both the project manager and the team are fully
aware of the overall level of risk exposure of the project which they are responsible
for delivering. The results of this risk assessment can then be used by the project
manager to determine the strategy for implementing the project (as discussed
below).

After the project has started

Although the risk management process has an important role in the pre-project
phase and at the time of project launch, its greatest contribution to project success is
probably during the project execution phase. This is the application area described
in most project risk management standards and guidelines, which assume that a
project already exists and has been launched, and then go on to describe how risk
management should be undertaken during the rest of the project lifecycle. In this
phase the risk process follows closely what has been outlined in Chapter 3, and it
is not necessary to repeat it here.

One central question often asked when considering the use of risk management
during project execution is how often the risk process should be performed during
this phase. The answer is the typical response given by project managers to most
questions of this type: ‘It depends.’ The frequency of application of risk management
through the project execution phase depends on several distinct parameters, the
most obvious of which is the degree of risk exposure in the project. Clearly a
high-risk project is likely to require more frequent and detailed application of risk
techniques than one which is lower risk. It is also possible that external clients or
internal procedures may impose risk process requirements which the project has to
meet, for example, providing risk updates at a frequency that matches the overall
project reporting cycle (often monthly).

However there is another reason why the risk process may need to be tailored during
project execution. This relates to the project lifecycle approach being followed for the
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project. There are a number of different models of project execution in current use,
of which the two most common are the sequential ‘waterfall’ lifecycle, and iterative
project development models (also known as spiral, agile or lean). The risk process
needs to be applied differently for these alternative project development approaches.

The traditional risk process as described in most risk guidelines and textbooks
applies mainly to the waterfall model of project execution. Here the project lifecycle
is divided into distinct phases, each of which is completed before the project moves
on to the next. It is common to have formal checkpoints at the end of each phase
(often called ‘gates’) to ensure that the phase is indeed complete before progression
to the next phase is approved. Within such a project lifecycle model, a complete
iteration of the risk process is typically performed at the start of each project phase,
to clarify the current risk exposure of the project at that point before the project
team embarks on the next phase. The results of that risk assessment can then be
used to determine the specific planning requirements of the next phase. If a given
phase is particularly lengthy, it is common for the risk process to be repeated at
interim points within the phase, to inform the decision-making of the project team.

In stark contrast to the linear and structured use of the risk process for waterfall
project developments, risk assessment is used rather more creatively within
iterative project lifecycle approaches. The key characteristic of such development
models is to divide the overall project functionality into a number of smaller
elements (sometimes called ‘chunks’), which are developed and delivered on a
piecemeal basis, ultimately building up to deliver the whole project. It is a stated
aim of iterative development that higher-risk elements should be developed and
delivered early, in order to reduce the overall risk exposure of the project as a
whole. The risk process is therefore used in this context to determine the relative
risk exposure of each element, and to inform the sequence in which elements are
scheduled for development. This should be done at the time when the project is
first planned, but it should also be repeated at the end of each incremental delivery
because the relative risk exposure of remaining elements is likely to have changed
as a result of work undertaken on previous elements. The risk process also has a
more traditional role within the development of larger incremental elements, to
optimise the chances of successfully delivering each element. While this is clear in
theory, the approach is rather less well developed in practice, and careful thought
is required to ensure that assessment of risk is used appropriately when setting the
agenda for incremental development project lifecycle models.

CONTRIBUTION OF RISK MANAGEMENT TO OTHER PROJECT
MANAGEMENT DISCIPLINES

The risk process naturally results in a better understanding of the areas of risk
exposure on a particular project, and produces a set of targeted risk responses
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which aim to minimise threats and maximise opportunities in order to optimise
the chances of the project achieving its objectives. However the outputs from the
risk process have much wider applicability than the obvious identification and
management of individual risk events and overall project risk exposure. If the
degree of risk faced by the project and the main specific risks that could impact
the project are known and understood, this information can be used to shape and
inform many of the other decisions and actions within the project. Elements of
routine project management practice which can be enhanced by an understanding
of risk include the following:

* Contract negotiation and procurement (internal and external). At the
highest level a contract can be viewed as a vehicle for transferring risk
between the contracting parties. In essence the vendor offers to perform
some task for the buyer in return for an agreed consideration. However risk
information can be used at a more detailed level during contract negotiation
and procurement activities. For example, it is possible to use the contract
terms to specify which party will carry particular designated risks and what
consideration will be given in return. Contracts can also be used to set up
risk-sharing partnerships with clearly specified risk-reward conditions. It
is also a good idea when conducting a competitive tender for the buyer
to perform a relative risk assessment of the competing vendors, both in
terms of their proposals and of their organisational characteristics. In this
case the relative risk exposure associated with each bid will form one of
the selection criteria in determining which bidder is successful. The same
principles apply to internal procurement activities where formal contracts
are not used, with risk information being used to clarify expectations and
responsibilities between the parties, or to determine which procurement
path to follow (for example, comparing in-house with outsourced).

* Baseline estimating (both time and cost). Before a project is launched,
estimates will be made of its expected duration and likely cost. These
estimates are usually made on the basis of incomplete information and
involve use of a number of assumptions, including scoping assumptions,
planning assumptions, technical assumptions and so on. This introduces
risk into the estimates, since the underlying assumptions used may be
faulty, resulting in inaccuracies in the project schedule and cost estimates.
A risk-based approach to estimating allows assumptions to be identified and
challenged, and reveals the degree of uncertainty associated with project
estimates. Simple three-point estimating (minimum, most-likely, maximum)
for project time and cost should also be used to reflect risk, taking account
of both estimating uncertainty and specific risks.

* Resource allocation. One of the project manager’s main tasks is to
allocate appropriate resources to project tasks, often in consultation with
line managers or functional managers. This is usually done by matching
available skills to task requirements. However it is preferable to adopt a
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risk-based approach to resource allocation where possible, by putting the
more highly skilled people on the most risky tasks.

Selection of development options. A project manager may wish to leave final
decisions on implementation of some parts of the project until later in the
project lifecycle, perhaps dependent on the results of earlier phases. Where
more than one development option exists for the project, the relative risk
exposure of each option should be assessed using a common framework,
to enable the eventual decision to take proper account of risk, among other
factors.

Contingency management. Contingency is used in projects at various
levels, to cope with the effects of unforeseen risks. Different contingency
funds may be allocated to the project sponsor, the project manager and
project team members, to be applied under pre-specified conditions. The
first challenge is to ensure that the right amount of contingency is allocated
to the project, and this should obviously be a risk-based decision. Analysis
of the overall risk exposure of the project should provide information on the
range of possible project outcomes, allowing the organisation to decide how
much contingency is appropriate at the various levels in order to give the
required degree of confidence in project success. Risk information should
also be used however to determine how and when contingency funds are
spent, since they should only be applied if and when specific risks occur.
Indeed successful management of risk should allow the project to return
unused contingency to the organisation in the form of additional margin or
profit.

Change control. Most projects experience change at some point during their
life, either imposed by clients and customers, or required by the organisation
performing the project in response to changing circumstances. A formal
change control process is adopted on many projects to ensure that proposed
changes are assessed before being accepted, since changes in scope always
result in changes in project time and cost. Of course a proposed change
may also change the overall risk exposure of the project, so risk assessment
should form part of the change control process, to determine the degree
to which risk exposure would be modified if the proposed change was
accepted.

‘BUILT-IN NOT BOLT-ON’

Project risk management is an important part of the management of projects,
and makes a significant contribution to the chances of the project succeeding in
meeting its objectives. As organisations focus on risk management to ensure that
they are doing it well and gaining the expected benefits, there is a danger that risk
management could be seen as somehow separate from wider project management.
This chapter explains why such a view is mistaken, since it is impossible to divorce
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project risk management from its project context. Risk management plays a vital
role at a number of key points throughout the project lifecycle, helping to ensure
that the project is well specified, soundly launched and effectively executed. The
outputs of the risk process should also be used to inform a number of other project
management processes, providing a risk-based perspective which provides greater
realism and robustness in these other process.

While it may be necessary to focus on project risk management separately in order
to ensure that it is performed properly, this should not be done at the expense of
creating artificial barriers between project risk management and the projects it
serves. Risk management will always provide some benefits to the project even
if it is performed in isolation, by identifying key threats and opportunities and
developing appropriate responses to deal with them in advance. However the full
benefits will only be attained by the project if risk management is fully integrated
into the wider project context.
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THE BIGGER PICTURE

In the previous chapter we saw how risk management in projects must not be
treated as if it were separate from wider project management. Instead it needs to
be fully integrated into the way projects are managed if the management of project
risk is to be fully effective and if the project is to gain the promised benefits. The
phrase ‘built-in not bolt-on’ describes this well. There is however another level of
integration which is important, and this is addressed in this chapter.

STRATEGY, TACTICS AND PROJECTS

Projects do not exist in isolation within an organisation. Properly understood, a
project is part of the delivery mechanism for the overall strategic vision of the
organisation. This is illustrated in Figure 6.1 (which is a simplification of Figure
2.1), which distinguishes strategy from tactics. Organisations exist to create benefits
for their stakeholders, and the corporate vision or mission statement defines the
scope and extent of those benefits, as well as the change that is required to create
them. This is shown in the left-hand side of Figure 6.1. However vision alone does
not create business benefits, and many organisations use projects as the change
vehicle to deliver the capability which leads to the required benefits, perhaps
managing related projects through higher-level programmes (see right-hand side
of Figure 6.1). Defining the desired vision, required change and ultimate business
benefits is the realm of strategy, whereas projects and their deliverables describe
the factics by which the strategy is achieved. Project (and programme) objectives
sit between the strategic and tactical levels, since they are defined in relation to the
strategic vision, and they in turn define the requirement for projects (top arrow in
Figure 6.1). Objectives are also used to measure the value of project deliverables
(bottom arrow in Figure 6.1). Many projects fail because of a disconnect between
strategic vision and tactical deliverables, often as a result of poorly defined project
objectives. This space between the two levels of strategy and tactics requires
careful and proactive management if projects and programmes are to succeed in
delivering the required benefits to the business. Yet it is precisely in this area that
businesses are most at risk.
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Project objectives provide the link between the overall vision and the projects
which are established to implement that vision (Figure 6.1, top arrow). They also
define the acceptance criteria for project deliverables which provide the capability
to realise business benefits (Figure 6.1, bottom arrow). Project objectives are
however affected by the uncertain environment within which projects and business
are undertaken, resulting in a level of risk exposure. Project risk management exists
to address this risk exposure, and should lead to an acceptable and manageable level
of risk in each project. This increases the chance of meeting project objectives,
which in turn maximises the likelihood of achieving the required business benefits.
As a result, there is a clear link between project risk management and business
performance: effective risk management at project level should lead to realised
business benefits, as illustrated in Figure 6.2.

However the project environment is not the only place where risk management is
important, and successfully managing projectrisk is not the sole contributor to business
success. As discussed above, project objectives are (or should be) derived from the
overall strategic vision of the organisation, but this is not typically done in a single
step, except in very small organisations. More commonly a hierarchy of objectives
exists within the organisation, progressively elaborating the vision into more and
more detailed objectives, eventually reaching the project level. Figure 6.3 depicts this
hierarchy, showing several intermediate levels between the vision and the resulting
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projects. This figure is not intended to imply that these are the only objectives within
a typical organisation, but merely to represent the range of objectives at different
levels which lie on the path between the top vision and projects.

When deriving the business case for projects it is essential that there is a clear link
with the strategic vision of the organisation, so that each project team understands
how their work is contributing to achieving the wider purpose. This presents a double
challenge to those responsible for management at every level in the organisation.
The hierarchy of objectives produced through the planning process must exhibit
both coherence and alignment if the tactical work is to deliver the strategic benefits.
Consequently it must be possible to trace the overall vision down through the
hierarchy as it is broken down into ever more detail. In the same way there should be
bottom-up coherence, with the sum of the objectives on each lower level completely
describing the next higher level. This demands attention to inter-level communication
with the ability to both roll-up and drill-down through the hierarchy.

HIERARCHY OF OBJECTIVES, HIERARCHY OF RISK

In Chapter 1 we derived a working definition of risk as ‘uncertainty that, if it
occurs, will affect achievement of objectives’. Clearly in project risk management
the focus is on finding and managing the uncertainties that could affect achievement
of project objectives. But objectives exist elsewhere in the organisation, ideally as
a coherent and aligned hierarchy. Wherever there are objectives, they are likely
to be affected by uncertainty, whether that is at the highest strategic level of the
organisation, through intermediate objectives, right down to tactical objectives
within projects. In other words, risk exists at every level where objectives exist.
And wherever risk is present, it should be managed proactively in order to maximise
the likelihood of achieving the relevant objectives.

It is therefore possible to speak of different types of risk management, or more
accurately, risk management with different levels of focus. So one might use the
term ‘strategic risk management’ to refer to management of strategic risk, which
in turn can be defined as ‘uncertainty that, if it occurs, will affect achievement
of strategic objectives’. A range of similar specific definitions for various types
of risk can be produced, describing financial risk, environmental risk, safety
risk, operational risk, programme risk, and so on. Just as there is (or should be) a
hierarchy of objectives across the organisation, so risk management is (or should
be) hierarchical in nature. And in the same way that organisational objectives need
to be coherent and aligned across the different levels, the management of risk
at the various levels should be conducted in a coordinated manner. There are a
number of ways of describing such an integrated approach to managing risk across
an organisation, and it is most commonly known as enterprise risk management
(or enterprise-wide risk management).
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Some view enterprise risk management as an unnecessary complexity, suggesting
that the only requirement is to manage risk effectively at each level. They
argue that if risk is dealt with at its point of origin wherever it arises within
the organisation, then there is no need for an integrated approach that overlays
additional bureaucracy. However just as there are clear benefits to managing an
organisation’s objectives in a coherent and aligned manner, the same is true for
managing risk.

Enterprise risk management addresses risks across a variety of levels in the
organisation, from strategic to tactical levels, and covering both opportunity
and threat. Effective implementation of enterprise risk management can produce
a number of benefits to the organisation which are not available from a non-
integrated risk process. These include :

+ Bridging the strategy/tactics gap to ensure that project delivery is tied to
organisational needs and vision.

* Focusing projects on the benefits they exist to support, rather than simply
on producing a set of deliverables.

+ Identifying risks at the strategic level which could have a significant effect
on the overall organisation, and enabling these to be managed proactively.

* Providing useful information to decision makers when the environment is
uncertain, to support the best possible decisions at all levels.

+ Creating space to manage uncertainty in advance, with planned responses
to known risks, increasing both efficiency and effectiveness, and reducing
waste and stress.

* Minimising threats and maximising opportunities, and so increasing the
likelihood of achieving objectives at all levels from strategic to tactical.

+ Allowing an appropriate level of risk to be taken intelligently by the
organisation and its projects, with full awareness of the degree of uncertainty
and its potential effects on objectives, opening the way to achieving the
increased rewards which are associated with safe risk-taking.

* Development of a risk-mature culture within the organisation, recognising
that risk exists in all levels of the enterprise, but that risk can and should be
managed proactively in order to deliver benefits.

The good news is that enterprise risk management does not have to impose
additional complexity or bureaucracy, if it is properly understood as integrated
management of risk across the hierarchy. The basic risk management process
outlined in Chapter 3 can be applied to the management of risk at any level, with
a few simple modifications:

* The process is focused around achievement of the specific objectives at
the level under consideration (for example, strategic risk management
addresses uncertainties with the potential to affect strategic objectives).
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* Risk-related tasks are performed by different people, namely those
responsible for the specific objectives which are at risk (so strategic risk
management is undertaken by senior management).

* Risk reports use the language of the stakeholders (for example, strategic
risk reports relate to business benefits, share value, market position and so
on).

The goal of enterprise risk management is to create an integrated approach to
managing risk across all levels, with a shared understanding of risk by everyone
involved, a common language for risk, the same risk process employed at each
level, generic risk templates which are applicable for all, and a risk-aware culture
across the organisation which recognises the value of risk management and is
committed to implementing it effectively. One of the main success factors in
getting this to work is an understanding of the boundary conditions and interfaces
between the different levels of risk, to answer questions such as: “When does a
project risk become a programme risk?’ or ‘How do strategic risks impact other
parts of the organisation?” An effective approach to enterprise risk management
will define such escalation and delegation criteria in terms of objectives at each
level, ensuring that everyone has a shared understanding of how risk at their level
relates to other levels.

PROJECT RISK MANAGEMENT IN THE PROGRAMME
CONTEXT

Projects sit near the bottom of the hierarchy of objectives, connected to
organisational strategy through several intermediate layers. As explained above,
it is clearly important for projects to be tightly coupled to strategic objectives,
so that successful completion of each project and generation of its deliverables
will make a positive contribution to creating value for the organisation and its
stakeholders. In the same way, effective management of project risk is essential to
achieving overall business benefits, as shown in Figure 6.2. In order to make this
contribution, project risk management must have a clear working interface with
the next level up the hierarchy, namely the programme level. It is not appropriate
here to describe enterprise risk management in detail, but it is important to explain
how project risk management is connected into this wider framework. So what are
the links between project risk management and risk management at programme
level?

Programmes exist at a higher organisational level than projects, and their purpose
is to deliver strategic benefits. In effect programmes sit between strategy and
projects (although there may be other intermediate levels above programmes).
Since programmes sit between projects and organisational strategy, risks could
arise at programme level from three directions, as illustrated in Figure 6.4, namely
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Figure 6.4  Sources of risks at programme level

up from the components of the programme, down from organisational strategy
level, or sideways from the programme level itself. The scope of programme risk
management must include all three sources of risk.

1. Risks can be delegated from higher levels in the organisation to the
programme level if they can affect programme objectives or if they require
programme-level action. This requires well-defined delegation criteria
and thresholds, as well as clear channels of communication to ensure that
management of strategic risks delegated to programme level is reported
back to senior management.

2. Some risks specifically arise at the programme level, including both threats
and opportunities across the full range of risk types (technical, management,
commercial and external risks). Programme-level risks fall into two main
categories: those arising from interfaces between programme components,
and ‘pure’ programme risks relating to the execution and management of
the programme itself.
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3. Our particular interest here is to explore the relationship between project
risk and programmes, which occurs in three ways:

a.  Project risks which meet predefined escalation criteria should be
passed up to programme level, including project risks with programme-
level impact, as well as project risks requiring programme-level
responses.

b.  Similar and related risks at project level might be aggregated to create
a programme-level risk, either by simple summation (ten insignificant
project risks may equal one significant programme risk), or as a result
of synergy (the whole may be greater than the sum of the parts).
Suitable risk categorisation schemes are required to facilitate such
aggregation by identifying commonalities and possible synergies, and
a generic programme-level Risk Breakdown Structure (RBS) may be
used for this purpose.

c.  Overall ‘project risk’ as defined in Chapter 2 (or the risk of the
project, as distinct from the risks in the project) will have an impact at
programme level, and must therefore be considered within the scope
of programme risk.

ENTERPRISE RISK MANAGEMENT AS AN INTEGRATIVE
FRAMEWORK

In order to be successful in delivering value and benefits to its stakeholders
in line with its vision, an organisation must establish a coherent and aligned
hierarchical set of objectives which connects the strategic level to tactical
delivery. Having established these objectives, they must be achieved, despite the
uncertain environment within which the organisation operates. It is the role of
enterprise risk management to identify and manage ‘uncertainties that matter’ at
whatever level they arise. This could be done at each level in isolation, with no
communication or interfaces between levels, but it would be better to manage
risk in a coordinated way across the entire hierarchy of objectives. Done in this
way, enterprise risk management offers an integrative framework for the business,
promoting achievement of objectives at all levels, leading to successful project
delivery and ultimately to realised strategic benefits and value.

The contribution of project risk management to this overall success requires it to
be fully integrated into the wider hierarchy of enterprise risk management, with
particular attention to the interface with the next level up, namely programme risk
management. Only then can project risk management play its full part in delivering
value to the organisation.



MAKING RISK MANAGEMENT WORK

The preceding chapters have laid out the case for risk management in projects,
starting from the key underlying concepts that link uncertainty to the nature of
projects and their objectives. A generic project risk management process has been
outlined, together with the importance of understanding how people respond to
risk when they have to make risk-based decisions. Finally we have considered the
wider picture, relating management of risk to project management and to higher
levels within the organisation. While it is undoubtedly true that risk management
is not complex, there are a number of challenges which those wanting to manage
risk in their projects need to address and overcome. The earlier chapters of this
book should have persuaded the reader that risk management is an essential
component of how projects should be managed. But anyone who takes a casual
approach to managing project risk is likely to encounter difficulties. For many
people these arise from an unthinking and simplistic reliance on process to manage
risk, without taking account of the people aspects. Even those who are aware of
the influence of human nature on the risk process may find problems if they treat
project risk management in isolation from its project management context or the
broader organisational setting.

In order for project risk management to deliver its promised benefits, there are a
number of Critical Success Factors (CSFs) which must be in place, and some of
these are discussed in this final chapter. CSFs have two characteristics which make
them ‘critical’:

1. It is not possible to succeed in their absence.
2. If they are present, the chances of success are maximised.

The role of CSFs in supporting the risk process can be explored through a new
approach known as ‘risk energetics’, which is described in this chapter.

RISK ENERGETICS

The dashed line in Figure 7.1 illustrates the natural decay curve which is experienced
by an energy pulse in a free and unconstrained setting. A rise in energy follows
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Figure 7.1  Risk energetics — Decay and Damped curves
the initial input, but this quickly starts to decline and ultimately reaches zero. This
decay curve can also be used to illustrate the level of energy that is evident in a
group of people who are seeking to manage risk (for example, a project team), if
their situation is unmanaged and without external input. Following a period of
initial enthusiasm, their degree of engagement soon peaks and starts to reduce,
until they eventually lose interest in the risk management process. This may
be due to natural busyness and tiredness resulting from the day-to-day work of
performing the project, or may arise from other distractions that prevent the team
applying themselves to the risk process. However some project teams experience
active discouragement and barriers which can lead to a damped curve as shown by
the solid line in Figure 7.1, resulting in negative energy and failure to engage at

all with the risk process.

If the steps in the risk process are overlaid onto this energy decay curve as shown
in Figure 7.1, the natural unmanaged progression of a group of people undertaking
risk management can be illustrated. This indicates initial enthusiasm when the
risk process is first launched, peaking during the risk identification step. The peak
probably occurs because this step is interesting and engaging, giving the team
the chance to raise their concerns about risks on their project, and allowing their
worries to be documented as threats that could negatively affect the project, while
also capturing good ideas as opportunities that might assist the project. The use of
creative techniques such as brainstorming or workshops also generates a sense of

excitement, leading to raised energy levels.
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From this point on however, the level of energy in the team tends to decrease with
time. There is less enthusiasm for the risk assessment task, which can be seen as a
chore, having to discuss each of the identified risks and consider their probability of
occurrence, degree of impact, ownership, proximity, urgency, and so on. The energy
level reduces still further when the risk response planning step is reached, leading
to a tendency for teams to take the first feasible response instead of taking care to
examine alternatives and select the most effective option. Finally the unmanaged
energy curve gets close to zero in the most important step of the risk process, when
agreed risk responses are actually implemented. At this point the project team are
likely to have lost interest in the risk process, perhaps even viewing it as a distraction
from their ‘real project work’. Any risk responses allocated to them may not get the
degree of attention they deserve, and implementation may be cursory or superficial.

Obviously this situation is not likely to lead to effective management of risk on
projects. As a result, active intervention is required in order to ensure that energy
is maintained at a sufficiently high level to promote and support an effective risk
process. This intervention can have two aims: to reduce the effect of influences
that dampen the energy curve to produce a decay, or to stimulate additional energy
and maintain the required high level. The desired energy level is shown in Figure
7.2 (solid line), overlaid above the unmanaged decay curve for comparison (dashed
line). In this curve, interventions are made to keep energy levels up, particularly
in the two most creative phases of the risk process, namely risk identification and
risk response planning.
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Figure 7.2  Risk energetics — Desired curve
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Active inputs to prevent decay and maintain energy during the risk process
can be viewed as CSFs. As mentioned above, CSFs have two characteristics:
their presence promotes effectiveness, and their absence hinders it. Similarly,
intervening actively in the risk process to maintain energy levels will contribute to
a more effective process, and failure to intervene will result in reduced energy and
process ineffectiveness.

Some of the more significant factors which affect the risk process energy level
are described in the sections below, divided into two groups. The first of these
are internal factors that are within the scope of the project itself, and which can
probably be implemented directly by the project team. The second group of factors
are external to the project and are the responsibility of the wider organisation to
provide.

INTERNAL FACTORS

Three particular groups of internal factors deserve mention here, though there are
others.

Process design

One of the dampening influences over the risk process which can quickly sap
energy and enthusiasm from the team is the design of the risk process itself.
Where the process is bureaucratic or complex, people will soon disengage from it.
This barrier can be overcome by thoughtful process design, seeking to maximise
efficiency and reduce the overhead associated with running the risk process, while
not cutting any essential corners. Use of templates can also assist in reducing the
burden of data capture and recording.

It can be very helpful to introduce a process break to reduce energy loss. For
example, it is common to use a risk workshop setting for the identification and
assessment stages, and sometimes these workshops are extended to include
preliminary risk response planning. Since both risk identification and risk response
planning require use of creativity and original thinking, it is asking a lot of project
teams to expect them to maintain a high level of engagement and interest for a long
time in a workshop. Instead, the workshop could be split into two or three elements,
covering risk identification in the first, followed by a break, then going on to
assessment and possibly also response planning at a second session. Sometimes
it is enough simply to take a lunch break in the workshop, identifying risks in the
morning and assessing them in the afternoon. Alternatively a 2-day workshop can
be arranged, ensuring that participants have the chance to recharge their batteries
and come fresh to the second instalment.
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Facilitation

A proven contributor to maximising risk process efficiency is the use of a skilled
and experienced facilitator. This person can have various titles, such as Risk
Champion, Risk Coordinator, Risk Process Facilitator, or Risk Manager. More
important than their job title however are their personal characteristics. A good
Risk Champion will have a combination of technical skills (including both the
domain of the project as well as technical risk competences) and people skills
(including the ability to understand and manage different types of individuals and
groups). These latter soft skills are very useful for keeping energy levels high
during the risk process, and a high degree of emotional literacy can be particularly
helpful.

Where a Risk Champion is used to facilitate the risk process for a particular
project, they should take responsibility for its effective and efficient operation.
This is likely to include briefing the team on the purpose of risk management,
leading workshops, recording outputs, drafting reports and chasing progress on
actions. The ability to encourage and motivate people in these settings is key to a
successful risk process, and will ensure that project team members stay engaged
and enthusiastic about managing risk on their project.

It should be noted that ‘Risk Champion’ is a role and may not necessarily equate
to a single individual on every project. Some organisations may indeed allocate a
dedicated Risk Champion to each project, at least for major or large projects. Others
may provide part-time Risk Champions from a central pool outside the projects,
perhaps via a Project Management Office or Risk Competence Centre. Another
alternative is for the Risk Champion’s duties to be undertaken part-time by another
team member, perhaps even the project manager. It is more important that someone
facilitates the risk process than where they come from in the organisation.

Resources

It is evident that risk management is not a cost-free activity, and the project
needs to provide the necessary level of resources if the risk process is to function
properly. These resources include people, time and money. Of these three, people
are undoubtedly the most important, and the project should ensure that the team
includes members with the necessary experience and skills to undertake effective
risk management (some organisations use the acronym SQEP to indicate the need
for Suitably Qualified and Experienced Personnel). However the risk process
cannot succeed if it is not allocated adequate time, and the project schedule should
explicitly include risk-related tasks such as risk workshops, risk reviews and so
on. Similarly, an amount must be included in the project budget for both the risk
process and for the cost of implementing agreed risk responses.
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EXTERNAL FACTORS

In addition to factors that are under the control of the project itself, there are a range
of external influences that contribute to the overall effectiveness of the project risk
management process. These can also be grouped under three headings.

Infrastructure

The organisation is responsible for ensuring that each project has the necessary
infrastructure to support the various activities and processes of the project. This is
usually provided as a generic organisational capability into which each individual
project taps.

We have already seen that although there is a core risk process to be followed, the
level of detail required can vary from one project to another. Low-risk projects may
only need a simple risk process, whereas more challenging projects might require
a more in-depth approach. In the same way, different organisations may choose
to implement risk management in varying levels of detail, depending on the type
of risk challenge they face. The decision over implementation level may also be
driven by organisational risk appetite, and by the availability of funds, resources
and expertise to invest in risk management. Each organisation must determine a
level of risk management implementation which is appropriate, acceptable and
affordable. Having chosen this level, the organisation then needs to provide the
necessary infrastructure to support it.

At its most simple, risk management can be implemented as an informal process in
which all the phases are undertaken with a very light touch. At the other extreme
is a fully-detailed risk process that uses a wide range of tools and techniques to
support the various phases. The typical organisation will probably implement a
level of risk management somewhere in between these two.

Having selected the level of implementation, the organisation must then provide
the required level of infrastructure to support the risk process. This might include
choosing techniques, buying or developing software tools, allocating resources,
providing training in both knowledge and skills, developing procedures which
integrate with other business and project processes, producing templates for
various elements of the risk process, and considering the need for support from
external specialists. The decision on the required level for each of these factors
will be different depending on the chosen implementation level.

Failure to provide an appropriate level of infrastructure can cripple risk management
in an organisation. Too little support makes it difficult to implement the risk process
efficiently, while too much infrastructure adds to the cost overhead and presents
bureaucratic barriers. Getting the support infrastructure right is therefore a critical
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success factor for effective risk management, enabling the chosen level of risk
process to deliver the expected benefits to the organisation and its projects.

Organisational risk culture

Culture can be defined as ‘the shared beliefs, values and knowledge of a group
of people with a common purpose’. Risk culture is a subset of this more general
phenomenon, describing how a group of people views risk. This is driven by
underlying attitudes towards risk, as well as the resultant outward and observed
behaviour when risk is either encountered or perceived (see Figure 7.3). Risk
culture is exhibited by groups at different levels, including project teams,
management review boards and the wider organisation within which the project is
being performed.

A B C

ATTITUDE BEHAVIOUR CULTURE

Figure 7.3  Attitude, Behaviour and Culture

Organisational risk culture is a major topic which presents a multi-dimensional
challenge to the business which is serious about managing risk effectively. Here
we will concentrate on those elements of organisational risk culture that contribute
towards effective risk management. Perhaps the most important of these is a culture
which is risk-aware, recognising the existence of risk both within the business
and in the external environment, as well as intrinsically present in the projects
being undertaken by the organisation. Denial of risk is fatal to the ability of an
organisation or its projects to manage risk properly, and conversely acceptance of
its existence is a prerequisite to its management.

A second characteristic of appropriate organisational risk culture is to be risk-
mature. This describes a culture which has a well-developed approach to risk at
all levels, which is not surprised when risk is encountered, and which is able to
take risk in its stride. A risk-mature organisation takes a proactive approach to risk
management in all aspects of the business, makes active use of risk information to
improve business processes and gain competitive advantage, and learns from its
experience.

A last element of risk culture that has a significant influence on whether the project
risk process is effective or not is the way risk-taking is regarded. The organisation
(and particularly its senior management) should encourage and reward appropriate
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risk-taking, and will celebrate successes when projects and their teams demonstrate
an effective approach to managing risk. Where the converse occurs and people are
punished or discouraged from taking any level of risk, this will result in a lack of
commitment and enthusiasm for the risk process and reduced effectiveness.

Management support

The role of management in encouraging and rewarding appropriate risk-taking has
already been mentioned, but there are other things that senior managers can do
to maximise the effectiveness of the risk process on their projects. These revolve
around demonstrating a visible and consistent commitment to risk management,
with two particular aspects.

The first way senior management can show their commitment to the risk process
is to appoint a senior manager (who may be called the Corporate Risk Sponsor or
similar) who will promote the cause of risk management at the highest levels of the
organisation. This role is ideally filled by a Board member, responsible to the CEO
and the Board for setting risk policy for the entire organisation, creating a ‘pull’
for risk management from the lower levels of the business. The Corporate Risk
Sponsor is also responsible for receiving risk reports from within the organisation
on behalf of the Board, and ensuring that their content is complete and correct.
The Corporate Risk Sponsor is effectively the ‘end-user’ or ‘customer’ for risk
information produced by the business, and acts on behalf of the CEO and Board.

The Corporate Risk Sponsor may be supported by another senior role, perhaps
called the Corporate Risk Champion, who has a central coordinating role within the
business, acting as a focal point for implementation of all types of risk management
activities at all levels across the organisation. The Corporate Risk Champion acts
as the ‘advocate’ of risk management activities, and is responsible to the Corporate
Risk Sponsor for setting performance criteria for risk management implementation,
providing expert guidance at all levels, and supplying assurance to the business
that lower-level risk processes are functioning effectively in compliance with the
overall risk policy set by the Corporate Risk Sponsor.

The second major way in which the senior management of the organisation can
demonstrate their commitment to effective risk management across their projects
is to use the results of the risk process to support risk-informed decision-making.
When project teams can see that their risk information is actually being used to
assist senior managers in running the wider business, they will be motivated to
provide the best possible outputs from the project risk process. Conversely if the
risk process is confined to the project level and its results are never seen by senior
management, or worse, they are seen but ignored, project teams will quickly learn
that there is no point in them investing energy in managing project risk.
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RISK ENERGETICS ACROSS THE PROJECT LIFECYCLE AND
BEYOND

Figure 7.1 suggests that project teams engaged in an unmanaged risk process will
inevitably lose energy and enthusiasm as the risk process progresses, and active
discouragement will hasten and deepen the rate of decay. There are however a wide
range of factors that can be deployed to counter the natural loss of energy, leading to
a consistently higher level of energy throughout the risk process (Figure 7.2). These
two figures illustrate the position across a single iteration of the risk process from
risk process initiation to risk response implementation. However we have learned in
Chapter 3 that risk management is not a single-shot process, but it should continue
during the project with a series of risk reviews, to ensure that the project remains
aware of its current risk exposure and responds appropriately. This is reflected in
Figure 7.4, where the risk energetics cycle is extended into a series of risk reviews
and subsequent implementation of newly identified risk responses. The figure shows
that renewed input of energy is required at the start of each update cycle in order to
maintain the effectiveness of the risk process throughout the project lifecycle.

Of course Figure 7.4 only describes the position for a single project, and one
would naturally expect the level of energy applied to the risk process to fall to
zero when the project completes. But a business does not usually perform just
one project, and the same risk energetics cycle can be expected to occur on each
project in the organisational portfolio. However if the business is truly a learning
organisation, one would expect to see a rising trend of energy and enthusiasm for
risk management as one project gives way to the next, driven by the demonstrable
success and value of managed risk on completed projects. Indeed the presence
of the factors described above should have a beneficial effect wider than just in
each single project. If each project is exhibiting the internal factors of appropriate
process, skilled facilitation and adequate resourcing, and if the wider organisation
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Figure 7.4  Risk energetics — Updates and reviews
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is providing the right level of supporting infrastructure, and developing a risk-
aware and risk-mature culture with visible senior management support, then
the organisation should experience a growing maturity and effectiveness of
risk management over time as it continues to learn. This will produce positive
reinforcement and lead to increasing levels of attention, energy and enthusiasm
for risk management. Figure 7.5 shows this trend, leading to a self-sustaining risk
culture where the value of project risk management is recognised and expected.
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Figure 7.5 Risk energetics — Rising trend

PROVING IT WORKS

The concept of the CSF is that if it is present it will promote success (in this case
leading to enhanced risk management effectiveness), but if absent then success is
hindered. However when it comes to determining whether project risk management
is in fact working, it is valid to ask how one would know. There is a philosophical
problem with measuring risk management effectiveness: since risk is uncertain
and may never happen, it is theoretically impossible to know the effect of any
particular action on the outcome.

The expectation is that effective project risk management will lead to fewer
threats turning into problems, and those that do will be less severe. Similarly if
risk management is working then more opportunities will be captured as benefits
and savings within the project, at a rate that is higher than would be predicted by
mere chance. A proper view of risk exposure will result in appropriate levels of
contingency being set aside, maximising profit and margin for the project. And the
original project plan will be more robust, and will be followed with /ess deviation
and reduced volatility (assuming the plan takes proper account of risk).

There is however a problem with the preceding paragraph. Use of quantitative words
such as ‘fewer, more, less, maximised, reduced, and so on implies two things:

1. an expectation of what would have happened without risk management
(less or more than what?);
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2. the ability to measure (or at least estimate) these variables.

How can we know how much risk is ‘normal’ on a given project, so that we can
determine whether risk management is working? This is very difficult to quantify,
and various metrics have been proposed, though none is perfect. Common risk
process performance metrics include:

+ numbers of active risks, closed threats, captured opportunities;

+ trend analysis;

+ averagerisk weighted score for threats and opportunities (using a Probability-
Impact scoring system as described in Figure 3.7 on p. 38);

+ quantitative risk analysis outputs, including percentage confidence levels
for achieving project targets, trend graphs for risk reduction, and so on.

While these metrics can give some indication of whether risk management might
be working on a particular project, it is better for an organisation that is serious
about implementing risk management across all its projects to measure changes
in overall project success rates with time. Simple measures such as those used
by the Standish Group could be compiled and tracked within the organisation,
determining the trend over time of how many projects succeed, fail or are challenged
(as in Figure 2.2, p. 13). Alternatively more sophisticated and specific measures
of project success can be constructed to assess key factors that are of importance
to the particular business, such as the Three Ps (Predictability, Performance and
Profit).

WHY BOTHER?

Clearly risk management is seen as a core part of the management of projects, which
is why it is receiving increased and sustained attention. But having laid out the
principles, process and psychology of project risk management in earlier chapters,
we should conclude by challenging the real motives for doing it. Essentially these
fall under four headings:

1. Mandated. Many organisations and project teams include risk management
as one of their project processes simply because they have been told to do so,
either as a contractual or regulatory requirement, or in order to comply with
internal company procedures. It is never a good idea just to do something
merely to comply. This leads to lack of commitment to the risk process and
a box-ticking mentality.

2. Fear of failure. Everyone working with projects knows that they are risky,
and is looking for ways to minimise their risk exposure and maximise the
chances of project success. But if the main motive for managing risk is
to provide protection for when things go wrong, this will result in a very
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narrow focus for the risk process.

Peer pressure. Some organisations introduce project risk management
because they see their competitors using it, or because it is viewed as a ‘hot
topic’ or the latest management fad. Again this motivation is flawed since
the risk process requires sustained levels of commitment and energy, which
cannot be motivated through comparison with others.

Demonstrable benefits. The only reason risk management should be
used on projects (or in any other setting) is if it works, demonstrably and
consistently. The risk process should deliver benefits to the project itself,
and to project stakeholders including the project manager, team members,
project sponsor, customers, suppliers and users. Since everyone working on
projects is usually too busy, they will only do risk management if they see
it working and helping them achieve their objectives.

So what benefits can be expected from implementing risk management on projects?
Various studies have been published which list such benefits as those in Table 7.1,
though these are mostly reported anecdotally from project risk practitioners (who
Table 7.1 Benefits of risk management (from APM PRAM Guide, 2004)

Generic benefits of risk management

‘Hard’ benefits ‘Soft’ benefits

Enables better informed and more believable | Improves corporate experience and general
plans, schedules and budgets. communication.

Increases the likelihood of a project adhering | Leads to a common understanding and

to its schedules and budgets. improved team spirit.

Leads to the use of the most suitable type of | Helps distinguish between good luck/good
contract. management and bad luck/bad management.
Allows a more meaningful assessment of Helps develop the ability of staff to assess
contingencies. risks.

Discourages the acceptance of financially Focuses project management attention on the
unsound projects. real and most important issues.

Contributes to the build-up of statistical Facilitates greater risk-taking, this increasing

information to assist in better management of | the benefits gained.
future projects.

Enables a more objective comparison of Demonstrates a responsible approach to
alternatives. customers.

Identifies, and allocates responsibility to, the Provides a fresh view of the personnel issues
best risk owner. in a project.

Organisational benefits of risk management

Compliance with corporate governance Better reputation as a result of fewer headline
requirements. project failures.

A greater potential for future business with Better customer relations due to improved
existing customers. performance on current projects.

Reduced cost base. A less stressful working environment.
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might be thought to have a vested interest or at least a bias towards reporting
benefits), and the data often lack quantitative credibility.

Rather than simply listing potential benefits which have been derived anecdotally,
it would be preferable if it were possible to perform some kind of cost-benefit
analysis for project risk management. This can be done at two levels: short term
and long term. The items listed in Table 7.2 relate to process, education, application
and culture, and are perhaps wider than the elements of a traditional cost-benefit
analysis. They do however indicate the types of investment which an organisation
must make if it is serious about implementing risk management on projects, as
well as the broader benefits that can be obtained.

Table 7.2 Cost-benefit analysis for project risk management

Short-term cost-benefit analysis for project risk management

COSTS BENEFITS

*  Provide risk infrastructure (training, tools « Improved project predictability
and so on) ¢ Successful project delivery

»  Provide resources for the risk process «  Enhanced customer satisfaction

* Implement agreed risk responses

Long-term cost-benefit analysis for project risk management
COSTS BENEFITS

Commitment
Consistency
Continuation
Culture

Business growth
Team motivation
Fewer surprises
Enhanced reputation

Obviously the expectation is that the degree of benefits will exceed the costs
deployed, thus justifying the use of risk management in projects as an effective
approach to dealing with their intrinsic uncertainty. If these costs and benefits
are measured and reported consistently and openly, they will also enable project
managers within a business to support use of risk management on their projects,
selling it to senior management, and encouraging the organisation to invest in the
CSFs described above.

AND FINALLY...

We set out in this book to discover why risk management is important in the
context of projects, how it should be implemented, how risk outputs should be
used both within and outside the project, and what is necessary to maximise risk
management effectiveness. Although we have described a generic project risk
process, risk management is so much more than the Three Ts of Tools, Techniques
and Training. It includes the softer elements of human behaviour and psychology,
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which must be understood if the results of the risk process are to be used properly
to support good decision-making within projects. It is also much wider than just
projects, informing the way the broader organisation operates and is managed.

Risk management is an essential contributor to project and business success,
because of its relentless focus on finding and managing those factors that affect
achievement of objectives. Done properly, it is one of the most powerful weapons
in the project manager’s armoury, defending against the worst effects of inevitable
uncertainty while allowing the project and the business to create advantage
and innovation. Risk management is truly one of the fundamentals of project
management. Projects that fail or are challenged reach that position as a direct
result of the consequences of unmanaged risk. Successful projects are the ones
which understand the risks they face and deal with them effectively.
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Distinguished Contribution Award for his sustained contribution to advancing the



field of risk management. He has been part of the core team responsible for the risk
chapter of the PMI Guide to the Project Management Body of Knowledge (PMBoK®)
since 1998, and he is a core author for the PMI Project Risk Management Practice
Standard. David is a certified PMI Project Management Professional (PMP®), and
advised PMI HQ on education policy as part of the Education Members Advisory
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PMI SeminarsWorld since 1999.

Prior to developing a formal interest in risk management, David Hillson was a project
manager in a major UK engineering company, responsible for the successful
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FUNDAMENTALS OF PROJECT MANAGEMENT and
ADVANCES IN PROJECT MANAGEMENT

Project management has become a key competence for most organisations in
the public and private sectors. Driven by recent business trends such as fewer
management layers, greater flexibility, increasing geographical distribution and
more project-based work, project management has grown beyond its roots in
the construction, engineering and aerospace industries to transform the service,
financial, computer, and general management sectors. In fact, a Fortune article
rated project management as the number one career choice at the beginning of the
21st century.

Yet many organisations have struggled in applying the traditional models of
project management to their new projects in the global environment. Project
management offers a framework to help organisations to transform their
mainstream operations and service performance. It is viewed as a way of
organising for the future. Moreover, in an increasingly busy, stressful, and
uncertain world it has become necessary to manage several projects successfully
at the same time. According to some estimates the world annually spends well
over $10 trillion (US) on projects. In the UK alone, more than £250 billion is
spent on projects every year. Up to half of these projects fail! A major ingredient
in the build-up leading to failure is often cited as the lack of adequate project
management knowledge and experience.

Some organizations have responded to this situation by trying to improve the
understanding and capability of their managers and employees who are introduced
to projects, as well as their experienced project managers in an attempt to enhance
their competence and capability in this area.

FUNDAMENTALS OF PROJECT MANAGEMENT SERIES

This series of short guides covers the key aspects of project management:
Benefits Management; Business Case; Change Management; Cost Management;
Financing; Governance; Leadership; Organization; Program Management;
Progress Management/Earned Value; Planning; Quality Management; Risk
Management; Scope; Scheduling; Sponsorship; Stakeholder Management; Value
Management.

Each guide, as the series title suggests, aims to provide the fundamentals of
the subject from a rigorous perspective and from a leading proponent of the
subject.

Visit: www.gowerpublishing.com/fundamentalsofprojectmanagement for more
information and a list of titles



ADVANCES IN PROJECT MANAGEMENT

Advances in Project Management provides short, state of play, guides to the
main aspects of the new emerging applications of project management including:
maturity models, agile projects, extreme projects, six sigma and projects, human
factors and leadership in projects, project governance, value management, virtual
teams, project benefits.

Visit  www.gowerpublishing.com/advancesinprojectmanagement for more
information and a list of titles.

EDITOR FOR BOTH SERIES:

Professor Darren Dalcher is Director of the National Centre for Project Management,
a Professor of Software Project Management at Middlesex University and Visiting
Professor of Computer Science at the University of Iceland.

National Centre for Project Management Middlesex University College House
Trent Park Bramley Road London N14 4YZ United Kingdom Email: ncpm@mdx.
ac.uk Phone: +44 (0)20 8411 2299 Fax no. +44 (0)20 8411 5133
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